
SOUTH LAKELAND DISTRICT COUNCIL 

South Lakeland House, Kendal, Cumbria LA9 4UQ 
www.southlakeland.gov.uk  
 
 
 
 

You are requested to attend a meeting of  

the Audit Committee 

on Thursday, 25 July 2019, at 6.30 p.m. 

in the District Council Chamber, South Lakeland House, 
Kendal 

 

 
 
 

Committee Membership 
 

Councillors 
 

Stephen Coleman (Chairman) 

Tracy Coward (Vice-Chairman) 

Philip Dixon 

John Holmes 

Kevin Holmes 

Kevin Lancaster 

Matt Severn 

 

 
 
Note – Where relevant, agendas for Members are labelled “Private Document Pack” and 
contain exempt information within the papers. Any relevant pages are marked as restricted 
within Agendas labelled “Public Document Pack”. 
 
 
Tuesday, 16 July 2019 
 
David Sykes, Director of Strategy, Innovation and Resources (Interim Monitoring Officer) 
 
 
 
For all enquiries, please contact:-  

Committee Administrator: Inge Booth 

 

Telephone: 01539 793190 

e-mail: committeeservices@southlakeland.gov.uk 

 

Please note, training will be provided for Committee Members on the Final 
Accounts and the role of the Audit Committee at 5.30 p.m., also in the District 
Council Chamber. 

Public Document Pack

http://www.southlakeland.gov.uk/


AGENDA 
 

 Page Nos. 

PART I   

1  APOLOGIES   

 To receive apologies for absence, if any.  

2  MINUTES  5 - 14 

 To authorise the Chairman to sign, as a correct record, the minutes of the 
meeting of the Committee held on 9 April 2019. 

 

3  DECLARATIONS OF INTEREST   

 To receive declarations by Members of interests in respect of items on this 
Agenda.  
 
Members are reminded that, in accordance with the revised Code of Conduct, 
they are required to declare any disclosable pecuniary interests or other 
registrable interests which have not already been declared in the Council’s 
Register of Interests.  (It is a criminal offence not to declare a disclosable 
pecuniary interest either in the Register or at the meeting.) 
 
Members may, however, also decide, in the interests of clarity and 
transparency, to declare at this point in the meeting, any such disclosable 
pecuniary interests which they have already declared in the Register, as well as 
any other registrable or other interests. 
 
If a Member requires advice on any item involving a possible declaration of 
interest which could affect his/her ability to speak and/or vote, he/she is advised 
to contact the Monitoring Officer at least 24 hours in advance of the meeting. 

 

4  LOCAL GOVERNMENT ACT 1972 - EXCLUDED ITEMS   

 To consider whether the items in Part II of the Agenda should be considered in 
the presence of the press and public. 

 

5  TERMS OF REFERENCE  15 - 16 

 To note the Terms of Reference for the Audit Committee.  

6  AUDIT COMMITTEE 2019/20 WORK PROGRAMME  17 - 20 

 To consider progress against the Audit Committee’s 2019/20 Work Programme.  

Regulatory Framework   

7  AUDIT COMMITTEE RISK REGISTER  21 - 30 

 To consider the updated Audit Committee Risk Register.  

8  RISK MANAGEMENT UPDATE  31 - 68 

 To consider the Council’s Strategic Risk Register.  

Internal Audit   

9  INTERNAL AUDIT RECOMMENDATIONS MONITORING REPORT  69 - 104 

 To consider an update on progress in implementing Internal Audit Report 
Recommendations from previous Internal Audit reviews. 

 



10  INTERNAL AUDIT PROGRESS REPORT 2019/20  105 - 128 

 To consider progress achieved in delivering the Internal Audit Plan to date in 
2019/20, including two final Internal Audit reports. 

 

External Audit   

11  STATEMENT OF ACCOUNTS AND ANNUAL GOVERNANCE STATEMENT 
2018-19  

129 - 132 

 To consider the Statement of Accounts for 2018/19 (appendices to follow).  

12  EXTERNAL AUDIT OPINION ON ACCOUNTS - AUDIT FINDINGS REPORT  133 - 136 

 To consider the Audit Findings Report for the year ended 31 March 2019 
(Appendix 1 to follow). 

 

13  PLANNED AUDIT FEE FOR 2019/20   

 To consider a letter from External Audit on the planned audit fee for 2019/20.  

Financial Issues   

14  OTHER SIGNIFICANT FINANCIAL ISSUES   

 To consider a verbal update from the Finance Lead Specialist (Section 151 
Officer) on any other significant financial issues. 

 

PART II   

Private Section (exempt reasons under Schedule 12A of the Local Government 
Act 1972, as amended by the Local Government (Access to Information) 
(Variation) Order 2006, specified by way of paragraph number)  

 

15  CUSTOMER CONNECT PROGRAMME MANAGEMENT  
 
- Paragraph 3 - Information relating to the financial or business affairs of any 

particular person (including the authority holding that information)  
 

137 - 156 

 Further to AUD/13 (2018/19), to consider an update on the management of the 
Customer Connect Programme. 
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AUDIT COMMITTEE 
 
Minutes of the proceedings at a meeting of the Audit Committee held in the Bindloss 
Room, Kendal Town Hall, on Tuesday, 9 April 2019, at 6.30 p.m. 
 

Present 
 

Councillors 
 

 Stephen Coleman (Chairman) 
  
 

Sheila Capstick 
Tracy Coward 

 

Eamonn Hennessy 
Kevin Lancaster 

 

  
 

Officers 
 

Courage Aiguobasinmwim Trainee Solicitor 

Sarah Berry Projects and Innovation Officer 

Inge Booth Senior Committee Services Officer 

John Davies Performance and Risk Officer 

Claire Gould Performance, Innovation and Commissioning Lead 
Specialist 

Julia Krier Solicitor (Property and Contracts) 

Anthea Lowe Solicitor to the Council 

Helen Smith Finance Lead Specialist (Section 151 Officer) 

Debbie Storr Director of Policy and Resources (Monitoring Officer) 

David Sykes Director of Strategy, Innovation and Resources 

 
Also in attendance were Peter Harrison (Internal Audit Manager) and Gareth Kelly 
(External Audit Manager). 
 

AUD/44 MINUTES  
 
RESOLVED – That the Chairman be authorised to sign, as a correct record, the minutes 
of the meeting of the Committee held on 5 December 2018. 
 

AUD/45 DECLARATIONS OF INTEREST  
 
RESOLVED – That it be noted that no declarations of interest were raised. 
 

AUD/46 LOCAL GOVERNMENT ACT 1972 - EXCLUDED ITEMS  
 
RESOLVED – That the item in Part II of the Agenda be dealt with following the exclusion 
of the press and public. 
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AUD/47 AUDIT COMMITTEE 2018/19 WORK PROGRAMME  
 
The Finance Lead Specialist (Section 151 Officer) presented a report on progress against 
the Committee’s 2018/19 Work Programme.  She informed Members that, although the 
2017/18 Annual Internal Audit Report had not been scheduled for presentation to 
Committee until the July 2019 meeting, it had instead been included on the Agenda for 
this meeting, due to it having been prepared early.  This would help in preparation of the 
Annual Governance Statement as part of the annual accounts process. 
 
RESOLVED – That progress against the Audit Committee’s 2018/19 Work Programme be 
noted. 
 

AUD/48 AUDIT COMMITTEE 2019/20 WORK PROGRAMME  
 
The Finance Lead Specialist (Section 151 Officer) presented a draft Work Programme for 
the Audit Committee for 2019/20.  She informed Members that the Programme could be 
adapted as necessary during the year and that firm meeting dates would be set when the 
Council considered the Calendar of Meetings for the forthcoming year at its Annual 
Meeting on 21 May 2019.  She pointed out that the bi-annual review of the Whistleblowing 
Policy was due to be considered in September 2019. 
 
RESOLVED – That the draft Work Programme for 2019/20 be agreed, subject to 
confirmation of the Council’s Calendar of Meetings. 
 

AUD/49 CHAIR OF THE AUDIT COMMITTEE'S ANNUAL REPORT 2018/19  
 
The Committee considered the Chair’s Audit Committee Annual Report 2018/19.  The 
report summarised the activities of the Committee during the current Council Year and, 
subject to approval, would be submitted to Council in May 2019.  The report demonstrated 
that the Committee was working effectively and providing independent assessment of the 
Council’s governance arrangements. 
 
A query was raised regarding the appropriateness of the inclusion within the Annual 
Report of historic comments dating as far back as 2006.  Although it was acknowledged 
that this provided important context which may be of value within the covering report to 
the Audit Committee, it was suggested that, in future years, details relating only to the 
previous two to three years be included within the Annual Report itself. 
 
RESOLVED – That the Chair of the Audit Committee’s Annual Report 2018/19 be 
approved for submission to Council on 21 May 2019. 
 

AUD/50 REVIEW OF PERFORMANCE MANAGEMENT FRAMEWORK AND RISK 
MANAGEMENT PROCESS  
 
The Performance and Risk Officer reported that the Council had an existing Performance 
Management Framework and Risk Management Process which were reviewed annually.  
The Council Plan adopted by Full Council on 26 February 2019 had been taken into 
consideration as part of the annual review of the documents. 
 
The Performance Management Framework described how the Council monitored its 
performance and reflected the performance monitoring structures and schedules.  There 
had been changes to the Council Plan that had required updates to the Performance 
Management Framework.  These changes were the Council Plan’s updated priorities and 
values. 
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The Risk Management Process described how the Council identified and managed 
operational strategic level risks.  There had been no changes required for risk 
management processes and there were, therefore, no changes for the Risk Management 
Process for 2019. 
 
RESOLVED – That the following be noted:- 
 
(1) the Performance Management Framework April 2019/20, as set out at Appendix 1 
to the report; and 
 
(2) the Risk Management Process March 2019/20, as set out at Appendix 2 to the 
report. 
 

AUD/51 RISK MANAGEMENT - OPERATIONAL RISKS  
 
The Performance and Risk Officer reminded the Committee that Internal Audit had 
recommended that the operational risks which were above the tolerance level should be 
reported to the Audit Committee, on an annual basis as a minimum, to ensure that 
Members were aware of the operational risks which had been identified and that they 
were being managed.  He provided information with regard to the operational risks that 
were above tolerance, together with details on the mitigations to manage them, as shown 
at Appendix 1 to the report. 
 
Further to AUD/30 (2018/19) and a request by the Committee for a review of Strategic 
Risk 5 “Impact of the Welfare Reform on Communities,” Appendix 2 to the report provided 
details of the completed review and set out the Council’s mitigations to reduce poverty 
and alleviate against Universal Credit impacts. 
 
In addition, the Performance and Risk Officer pointed out that the Strategic Risk Register 
was also reported to Audit Committee every six months and that it was currently reviewed 
by the Senior Management Team prior to being reported each quarter as part of the 
quarterly performance monitoring and reporting arrangements. 
 
Reference was made to Risk No.4, Windermere Lake encroachment debt recovery does 
not significantly reduce the amounts outstanding, and concern raised around forthcoming 
changes in personnel within the Legal Team and the potential for the loss of experience in 
this area, South Lakeland being the only Council which owned the bed of a lake.  The 
Solicitor to the Council, in response, drew attention to the significant improvements which 
had been made by the Legal Team in recovering the outstanding debts over a number of 
years, this work having been carried out by a number of different solicitors.  She did not 
anticipate any issues and pointed out that the Solicitor (Property and Contracts) who 
would be remaining in the Legal Team had experience of dealing with some Lake matters.  
She also explained that interim arrangements were being made with regard to the vacant 
post of Legal, Governance/Democracy Lead Specialist (Monitoring Officer) and that there 
would be a handover period during which this area of work would be addressed.  A 
conservative approach had, however, been taken with regard to the potential for risk in the 
short-term. 
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RESOLVED – That the following be noted:- 
 
(1) the operational risks which are positioned above the line of tolerance and the 
mitigations to manage them, as listed in Appendix 1 to the report; and 
 
(2) the reviewed Strategic Risk 5 “Impact of the Welfare Reform on Communities” as 
set out in Appendix 2 to the report. 
 

AUD/52 EXTERNAL AUDITOR'S PROGRESS REPORT AND UPDATE  
 
Gareth Kelly, External Audit, presented a report providing the Committee with a summary 
of the progress made by Grant Thornton in delivering their responsibilities as the Council’s 
External Auditors as of March 2019.  The report also included details of emerging national 
issues and developments that might be relevant to the Council. 
 
Discussion took place in relation to Grant Thornton’s new Financial Foresight platform 
which had been made available to assist local councils with regard to financial 
sustainability using a combination of data, statistics and the company’s expertise.  
Concern was raised around the potential pressures placed on Section 151 Officers and 
the need for their protection to ensure that they were able to provide realistic opinions 
when setting budgets.  The Finance Lead Specialist (Section 151 Officer) explained that 
there was a framework in place and that councils were expected to follow regulations and 
Section 151 Officers to have regard to CIPFA requirements, best practice and ensure that 
their judgements were correct.  She highlighted the importance of ensuring that the basic 
fundamentals around data and recording were accurate.  She further informed Members 
that guidance was clear with regard to the Section 151 Officer having unfettered access to 
the Chief Executive and Members; if she had concerns, she was thus able to raise them, 
and also through Internal and External Audit.  The Solicitor to the Council added that 
South Lakeland District Council had a number of policies and protocols in place to protect 
statutory officers from undue pressure by Members and drew attention to the “golden 
triangle” formed by the Head of Paid Service, the Monitoring Officer and the Section 151 
Officer; the responsibilities of the statutory officers at South Lakeland District Council were 
very clear.  The Director of Strategy, Innovation and Resources assured Members of 
continued commitment to maintaining this relationship and trust moving forward. 
 
RESOLVED – That the progress made by External Auditors as of March 2019 be noted. 
 

AUD/53 CERTIFICATION WORK FOR SOUTH LAKELAND DISTRICT COUNCIL FOR YEAR 
ENDED 31 MARCH 2018  
 
The External Audit Manager presented a letter from Grant Thornton on certification work 
carried out for South Lakeland District Council for year ended 31 March 2018.  External 
Audit had certified the Council’s Housing Benefit subsidy claim for the financial year 
2017/18 relating to subsidy claimed of £17.0m, details of which were set out in Appendix 
A to the letter. 
 
External Audit had identified a number of errors in the initial testing from its certification 
work, which were highlighted in Appendix A, along with the follow up issues from 2016/17.  
The claim form had been amended for the majority of the errors identified, however, a 
qualification letter had been required to report the testing errors in Rent Allowances to the 
Department of Works and Pensions (DWP), including an extrapolation table of the 
potential errors.  It was pointed out that the DWP may require the Council to undertake 
further work or provide assurances on the errors identified. 
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The indicative fee for 2017/18 for the Council was based on the final 2015/16 certification 
fees, reflecting the amount of work required by the Auditor to certify the Housing Benefit 
subsidy claim that year.  The indicative scale fee set by Public Sector Audit Appointments 
Ltd (PSAA) for the Council for 2017/18 had been £7,552.  The Council had requested that 
External Audit complete the additional testing this year on its behalf, which had led to 
additional fees of £3,500 being agreed with the Council, resulting in a total fee of £11,052.  
This would be revisited if the DWP required additional work in any areas noted in the 
qualification letter.  Details of the fee were set out in more detail in Appendix B to the 
letter. 
 
RESOLVED – That the letter from External Audit on certification work carried out for 
South Lakeland District Council for year ended 31 March 2018 be received. 
 

AUD/54 EXTERNAL AUDIT PLAN FOR SOUTH LAKELAND DISTRICT COUNCIL YEAR 
ENDING 31 MARCH 2019  
 
The External Audit Manager presented the External Audit Plan for the Council for the year 
ended 31 March 2019.  The Plan set out an overview of the planned scope and timing of 
the statutory audit of the Council for those charged with governance. 
 
The document aimed to assist the Committee in understanding the consequences of 
External Audit’s work, discuss issues of risk and the concept of materiality and identify 
those areas of work External Audit would undertake during the year. 
 
RESOLVED – That the External Audit Plan for South Lakeland District Council year ended 
31 March 2019 be noted. 
 

AUD/55 INTERNAL AUDIT PROGRESS REPORT 2018/19  
 
Peter Harrison, Internal Audit, introduced the Internal Audit Progress Report 2018/19. 
Appendix 1 of the report provided a summary of the progress against the Internal Audit 
Annual Plan as at 25 March 2019. 

The Internal Audit Manager presented executive summaries relating to seven audit 
reports which had been completed in the period, as set out in Appendix 2 to the report.  All 
seven of the audit reports had resulted in reasonable assurance assessments and there 
had been no urgent action points identified within any of the reviews. 

Three important action points had been identified in the Review of Use of Agency, Interim 
and Casual Workers.  The need for the Director of Strategy, Innovation and Resources to 
focus on this area moving forward with the Customer Connect Programme was raised. 

One important and one operational action points had been identified in the Review of 
Health and Safety – Property Risks.  It had been identified that the Council did not have 
current contracts in place for some of its property routine service work.  A review of 
contract management would, therefore, be carried out as a specific piece of work to 
ensure that contracts were in place moving forward. 

Six important, two routine and three operational action points had been identified in the 
Review of Cyber Security.  The important action points related to the contract framework 
and to policies and procedures in relation to this area.  It was further pointed out that a 
recent Local Government Association cyber security stocktake had also raised a number 
of recommendations.  Concern was raised with regard to the implementation dates for the 
recommendations which were felt to be somewhat far ahead.  Bearing in mind the 
importance of the issue, it was felt that progress could be made sooner in some areas and 
the Chairman, therefore, asked for a further report on Cyber Security to be brought to the 
next meeting of the Committee in July 2019. 
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Reasonable assurance had been provided regarding the Review of Customer Connect as, 
despite there being no recommendations in regard to the current approach, there had 
been some slippage regarding timescales and budgets.  Given the flexible nature of the 
project methodology, an opinion regarding the operation of the project management 
control framework during future phases of the Programme could not be offered. 
 
Two important and one routine action point had been identified in the Review of 
Homelessness due to the Homelessness Strategy being out of date and the need to 
ensure that the working relationship with Cumbria County Council relating to service 
provision was documented and agreed or clear evidence that protocols were being 
advanced was provided. 
 
Three important, nine routine and one operational action points had been identified in the 
Review of Information Governance.  In response to a query, Members were advised that 
the General Data Protection Regulation had been applicable from 25 May 2018.  On the 
whole, other authorities had progressed similarly to South Lakeland, although some were 
way behind, not having appreciated the importance of meeting the Regulation or the 
amount of work required.  The Chairman asked for a further report to be brought to the 
next meeting of the Committee in July 2019 in order to ensure that the recommendation 
implementation timetable was met. 
 
One important, two routine and one operational action points had been identified in the 
Review of Housing Benefit.  The Finance Lead Specialist (Section 151 Officer) provided 
clarification with regard to the important action point, which was that amounts to be written 
off individual debtor accounts that were in excess of £20,000, regardless of the reason, be 
approved in line with the requirements of the Financial Procedure Rules.  She explained 
that the incident referred to where the write-off of an amount in excess of £20,000 had 
been approved by the Chief Finance Officer, had been as a result of a misunderstanding.  
This had been picked up and designated as a DWP Official Error and she informed the 
Committee that officers would ensure that write-offs would be treated correctly moving 
forward.  In response to a query with regard to the action implementation deadline of 
31 December 2019, the Finance Lead Specialist (Section 151 Officer) explained that the 
consequential changes to the Council’s Constitution would be brought to the Audit 
Committee in December 2019.  In the meantime, work would be carried out in accordance 
with the rules of the current Constitution. 
 
Internal Audit had also assessed the extent to which previous internal audit 
recommendations had been implemented. The report showed that 14 recommendations 
were yet to be implemented.  Three were on target and there were 11 in progress where 
the original target dates had not been met.  Five recommendations had been implemented 
and were now considered closed.  Concern was raised with regard to the outstanding 
recommendations relating to Bereavement Services.  The Director of Policy and 
Resources (Monitoring Officer) advised that some of the issues would be addressed 
within the new Parks and Open Spaces Strategy, the draft of which was due to be 
considered by the Overview and Scrutiny Committee on 26 April 2019.  In addition, the 
Director of Strategy, Innovation and Resources informed Members that Bereavement 
Services, as a fully customer focussing service, would be dealt with as part of Phase 2 of 
the Customer Connect Programme and that the appropriate experience and knowledge 
would be in place in order to deliver the service.  The Director of Policy and Resources 
(Monitoring Officer) having further indicated that the Parks and Open Spaces Strategy 
would be considered by Cabinet in June 2019, the Chairman suggested that the revised 
due date for implementation of the recommendations relating to Bereavement Services 
should be altered to 30 June 2019. 
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RESOLVED – That the following be noted:- 
 
(1) the progress achieved in 2018/19 in delivering the Audit Plan and the outcomes of 
completed audit reviews, as set out in Appendix 1 to the report; 
 
(2) the audit reports, as set out in Appendix 2 to the report; and 
 
(3) the progress achieved in implementing recommendations from previous internal 
audit reports, as set out in Appendix 3 to the report. 
 

AUD/56 INTERNAL AUDIT ANNUAL REPORT 2018/19  
 
The Internal Audit Manager, introduced the 2018/19 Internal Audit Annual Report.  The 
report provided a summary of the outcomes of the work of the Internal Audit and included 
the Head of Internal Audit’s opinion on the effectiveness of the Council’s arrangements for 
risk management, governance and internal control in accordance with requirements of the 
Public Sector Internal Audit Standards (PSIAS). 
 
A query was raised with regard to the fact that two out of 12 of the final audit reports had 
not been finalised within 10 days of receipt of management comments and as to what 
steps were being taken to ensure that deadlines were being met.  The Internal Audit 
Manager, undertaking to endeavour to meet deadlines, assured Members that there had 
been no significant delays, but that these were highlighted to Committee as necessary. 
 
RESOLVED – That the following be noted:- 
 
(1) the Head of Internal Audit’s opinion of reasonable assurance on the Council’s 
overall systems of governance, risk management and internal control for the year ended 
31 March 2019, as set out in Appendix 1 to the report; 
 
(2) the progress achieved in 2018/19 in delivering the Audit Plan and the outcomes of 
completed audit reviews, as set out Appendix 1 to the report; 
 
(3) the Head of Internal Audit’s declaration of Internal Audit independence, as required 
by the mandatory PSIAS; and 
 
(4) the Head of Internal Audit’s declaration of conformance with the mandatory PSIAS. 
 

AUD/57 INTERNAL AUDIT ANNUAL PLAN 2019/20  
 
Members gave consideration to a proposed Internal Audit Annual Plan for 2018/19, 
presented by the Internal Audit Manager. 
 
The Accounts and Audit Regulations required the Council to undertake an adequate and 
effective internal audit of its accounting records and of its system of internal control in 
accordance with proper practices in relation to internal control. Proper Practices were now 
defined within the Public Sector Internal Audit Standards (PSIAS) which had become 
mandatory for all UK public sector internal auditors from 1 April 2013.  The PSIAS 
affirmed the need for annual risk based audit plans to be developed in order that the Head 
of Internal Audit could form an annual opinion on the Council’s systems of risk 
management, governance and internal control. 
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The draft Internal Audit Annual Plan attached at Appendix 1 to the report had been 
prepared following review of corporate documents including the Council’s Corporate Risk 
Register, corporate plans and recent internal audit coverage. 
 
The Plan would be subject to regular review to ensure that it remained appropriate and 
any revision required would be considered and agreed by the Finance Lead Specialist 
(Section 151 Officer) and reported to the Audit Committee, including the need for any 
additional audit resources, if appropriate.  Any request for significant consulting activity by 
Internal Audit would be considered for approval by the Audit Committee, in line with the 
requirements of the PSIAS. 
 
The Internal Audit Manager pointed out that this would be another challenging year for 
local authorities in terms of income, obligations and also the pressures on service 
delivery.  He drew particular attention to a number of key areas which would require 
consideration when planning internal audit coverage, as follows:- 
 

 Brexit – The Business Plan and Risk Register needed to be stress-tested against 
continuing uncertainty, which may have knock-on impacts on recruitment and retention 
of staff and on procurement and suppliers. 

 Data Protection Act 2018 – This had a significant impact on how data was held and 
protected and could lead to an increase in access requests. 

 Cybercrime – All the indications were that there would be continued and more 
sophisticated attempts to disrupt and deny services, often for no clear motive. 

 Property Compliance – An increased focus following Grenfell and other incidents 
required effective processes and controls over legislative compliance relating to water 
hygiene, gas safety, fire risk assessments, asbestos management and electrical 
safety. 

 SLDC continued to implement its Customer Connect programme, one element of 
which was a fundamental reorganisation of the staffing structure to achieve savings 
and deliver services more effectively. 

 
RESOLVED – That the Internal Audit Annual Plan 2019/20, as attached at Appendix 1 to 
the report, be approved. 
 

AUD/58 OTHER SIGNIFICANT FINANCIAL ISSUES  
 
The Finance Lead Specialist (Section 151 Officer) informed the Committee that a 
watching brief was being kept with regard to the potential impact of Brexit and that year 
end closure of the accounts was progressing.  She drew attention to CIPFA’s new 
financial resilience index and advised that a report would be brought before the 
Committee on how the Council would meet CIPFA’s new draft financial management code 
which had been produced in conjunction with the index.  She finally drew Members’ 
attention to an area of fraud which had been escalated and which had become a national 
issue. 
 
RESOLVED – That the verbal update be noted. 
 

AUD/59 PRESS AND PUBLIC  
 
RESOLVED – That, under Section 100(A)(4) of the Local Government Act 1972, the press 
and public be excluded from the meeting for the following item of business on the grounds 
that it involves the likely disclosure of exempt information as defined in Part 1 of Schedule 
12 A of the Act as amended by the Local Government (Access to Information) (Variation) 
Order 2006 by virtue of the Paragraph indicated. 
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AUD/60 CUSTOMER CONNECT PROGRAMME MANAGEMENT 
 
- Paragraph 3 - Information relating to the financial or business affairs of any particular 

person (including the authority holding that information)  
 
Further to AUD/13 (2018/19), the Projects and Innovation Officer, acting as Customer 
Connect Programme Officer, presented an update report on the management of the 
Customer Connect Programme and, specifically, the Programme’s risks and programme 
spend against budget.  She presented a live version of the risk register which contained 
the most up to date information. 
 
The Performance, Innovation and Commissioning Lead Specialist, acting as Customer 
Connect Programme Manager, and the Director of Strategy, Innovation and Resources 
responded to queries raised by Members of the Committee. 
 
RESOLVED – That the following be noted:- 
 
(1) the Programme Management Workbook at Appendix 1 to the report, including:- 
 
• summary page; 
• risk heat map; 
• risk log; 
• issue log; 
• dependency log; 
• change log; and 
• product log; and 
 
(2) the monthly Programme Overview of Spend against the approved budget at 
Appendix 2 to the report. 
 

AUD/61 RE-ADMISSION OF PRESS AND PUBLIC  
 
RESOLVED – That the press and public be re-admitted to the meeting. 
 
 
 
 
 
The meeting ended at 7.40 p.m. 

Page 13



This page is intentionally left blank

Page 14



SLDC CONSTITUTION (MAY 2019) EXCERPT– TERMS OF REFERENCE 

PART 3 - 2. RESPONSIBILITY FOR COUNCIL FUNCTIONS 

2.4 AUDIT COMMITTEE 

Functions Delegation of Functions 

To review and provide independent assurance of the adequacy of the 
Council’s internal control environment and Risk Management arrangements 

To approve Internal Audit’s strategy and plans, and to receive reports 
arising from its work programme. 

To monitor the performance of Internal Audit and to regularly review its 
effectiveness. 

To receive annual plans and reports from External Audit. 

To oversee the Financial Reporting Process 

Duty to approve the authority’s statement of accounts 

No onward delegation 

B TERMS OF REFERENCE FOR AN AUDIT COMMITTEE 

(1) Statement of Purpose. The purpose of the audit committee is to provide independent assurance of 
the adequacy of the risk management framework and the associated control environment, independent 
scrutiny of the authority’s financial and non-financial performance to the extent that it affects the authority’s 
exposure to risk and weakens the control environment, and to oversee the financial reporting process. 

(2) Membership. The Committee shall comprise a membership of (seven) members subject to the rules 
of political balance and will not comprise any member of the Executive.  The Committee will be a standalone 
Committee of the Council appointed by Council annually. Changes can be made by Council during the 
course of the year.    

(3) Quorum. The quorum for the Audit Committee will be three. 

All Audit Committee members will commit to receiving appropriate training and development necessary to 
fulfil their roles and will act in the interests of the Council and not on behalf of any political party, 
constituency, ward or interest group. 

The Chairman of the Committee will present an Annual Report on the work of the Audit Committee to full 
Council.  

(4) Audit Activity 

 To approve (but not direct) the Internal Audit Charter, plan and performance. 

 To make appropriate enquiries of both management and the Head of Internal Audit to determine if 
there are any inappropriate scope or resource limitations. 

 To consider the Internal Auditor’s annual report and opinion, and a summary of internal audit activity 
(actual and planned) and the level of assurance it can give over the council’s corporate governance 
arrangements. 

 To consider summaries of specific internal audit reports as requested. 

 To consider reports from internal audit on agreed recommendations not implemented within a 
reasonable timescale. 

 To consider reports dealing with the management and performance of the providers of internal audit 
services. 

 To review annually the effectiveness of internal audit. 

 To comment on the scope and depth of external audit work and to ensure it gives value for money  

 To consider specific reports as agreed with the External Auditor. 

 To liaise with Public Section Audit Appointments Ltd over the appointment of the Council’s External 
Auditor. 

 To ensure that there is effective liaison between Internal Audit and External Audit to make the best 
use of audit resources. 

 To commission work from internal and external audit. 
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 To monitor the expenditure of funds transferred from the South Lakeland District Council Fund in 
Commemoration of the Wedding of His Royal Highness Prince Charles to Lady Diana Spencer to 
Leeds Children’s Holiday Camp Association (otherwise known as the Leeds Children’s Charity), 
Bendrigg Trust and Brathay Trust. 

(5) Regulatory Framework 

 To maintain an overview of the Council’s constitution in respect of contract and financial procedural 
rules. 

 To consider the Council’s arrangements to secure value for money and review assurances and 
assessments on the effectiveness of these arrangements. 

 To review any issue referred to it by the Chief Executive or a Director, or any Council body. 

 To monitor the effective development and operation of risk management and corporate governance 
in the Council. 

 To monitor the effectiveness of the Code of Corporate Governance. 

 To monitor Council policies on “Raising Concerns at Work” and the anti-fraud and anti-corruption 
strategy and the council’s complaints process. 

 To oversee the production of the authority’s Annual Governance Statement and to recommend its 
adoption. 

 To consider the Council’s arrangements for corporate governance and agreeing necessary actions to 
ensure compliance with best practice. 

 To consider the Council’s compliance with its own and other published standards and controls, 
including Equality and Diversity requirements. 

(6) Accounts 

 To review the annual statement of accounts.  

 To consider whether appropriate accounting policies have been followed. 

 To approve the Council’s Statement of Accounts. 

 To consider the external auditor’s report to those charged with governance on issues arising from the 
audit of the accounts. 

 To consider whether there are concerns arising from the financial statements or from the audit that 
need to be brought to the attention of the Council. 

(7) Annual Audit Letter. To receive the External Auditor’s Annual Audit Letter. 

(8) Meetings 

Subject to there being sufficient business to transact, the Committee will meet at least four times a year. The 
External Auditor, Internal Auditor or Chief Finance Officer SLDC may request a meeting if they consider it 
necessary.  

The Committee shall be able to meet privately and separately with the External Auditor and Internal Auditor 
as required. 

(9) Authority and Access 

 The Audit Committee has a right to request relevant information from Members/Officers and to seek 
their attendance at meetings. 

 The Audit Committee will not be able to transact the powers, functions and duties reserved to the 
Council, the Cabinet, Overview and Scrutiny and other regulatory committees. 

 the Audit Committee will have access to in-house legal and other professional advice. 

Any Member, Officer or member of the public, who has any concern covered by the terms of reference of the 
Audit Committee may raise the matter with the Chairman of the Committee who will obtain, if necessary, 
relevant advice from the Monitoring Officer or Chief Finance Officer before taking any action with regard to 
the same. 
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25/07/2019 AUDIT COMMITTEE 

2019/20 WORK PROGRAMME  

Page 1 of 3 

 Lead Officer 25 July 2019   19 Sept 2019    5 Dec 2019    16 April 2020  

Committee Administration  

Committee Terms of Reference Inge Booth √    

Set work programme for coming year Helen Smith    √ 

Review progress against work programme  Helen Smith √ √ √ √ 

Training – to be arranged as necessary 
outside meetings  

Helen Smith √ As needed As needed As needed  

Chair’s Audit Committee Annual Report Helen Smith/Chair    
√ (referral to 

Council) 

Private Meeting – Internal and External Audit Inge Booth  √   

External Audit 

2018/19 Annual Audit Letter Gareth Kelly  √   

2018/19 Grant Certification Report Gareth Kelly    √ 

2019/20 Opinion Audit Plan Gareth Kelly    √ 

Audit Fee Letter  Gareth Kelly √     

External Auditor Update Gareth Kelly  √ √ √ 

Internal Audit 

2019/20 Annual Internal Audit Report Peter Harrison    √ 
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25/07/2019 AUDIT COMMITTEE 

2019/20 WORK PROGRAMME  

Page 2 of 3 

 Lead Officer 25 July 2019   19 Sept 2019    5 Dec 2019    16 April 2020  

2019/20 Internal Audit Plan Progress & 
Individual Internal Audit Reports 

Peter Harrison √ √ √ √ 

2019/20 Internal Audit Plan Recommendation 
Follow Up Report  

Helen Smith √ √ √ √ 

2020/21 Internal Audit Annual Plan  (including 
review of Internal Audit Charter) 

Peter Harrison    √ 

Review effectiveness of Internal Audit Helen Smith  √   

Accounts 

Approve the 2018/19 Statement of Accounts, 
Annual Governance Statement and Action 
Plan 

Sign letter of representation 

Helen Smith √    

2018/19 Statement of Accounts - Receive 
external auditor’s opinion on Accounts (Audit 
Findings Report & Financial Resilience 
Report) 

Gareth Kelly √    

Review Accounting Policies for 2019/20 
Statement of Accounts 

Helen Smith   √   

Regulatory Framework 

Review Annual Governance Statement for 
inclusion in the Statement of Accounts Report  

Helen Smith Incorporated into Statement of Accounts 
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25/07/2019 AUDIT COMMITTEE 

2019/20 WORK PROGRAMME  

Page 3 of 3 

 Lead Officer 25 July 2019   19 Sept 2019    5 Dec 2019    16 April 2020  

Contribute to review of Constitution Helen Smith   √  

Annual Review of Anti-Fraud Policy & Activity 
Helen Smith/Katie 

Booth 
 √   

Review Whistleblowing Policy (Bi-annual) Helen Smith  √   

Review of Performance and Risk 
Management Framework 

Simon McVey    √ 

Review of Operational Risks above the line of 
risk tolerance  

Simon McVey 
 

  √ 

Audit Committee Risk Register Helen Smith √  √  

Strategic Risk Register Simon McVey √  √  

Review Local Code of Governance   Helen Smith   √  

Review Audit Committee’s effectiveness Helen Smith   √  

Financial Issues 

Customer Connect Business Case & Updates Simon McVey √ √ √ √ 

Update of significant financial issues not 
covered elsewhere on the agenda 

Helen Smith As required 
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South Lakeland District Council 

Audit Committee 

Thursday, 25 July 2019 

Audit Committee Risk Register 

 

Portfolio:   Not applicable 

Report from:  Helen Smith – Finance Lead Specialist (Section 151 Officer)  

Report Author: Helen Smith – Finance Lead Specialist (Section 151 Officer)  

Wards:  Not applicable 

Forward Plan: Not applicable 

 

1.0 Expected Outcome 

1.1 This report is presented to Audit Committee to facilitate the ongoing review of the 
Audit Committee Risk Register. 

2.0 Recommendation 

2.1 It is recommended that Audit Committee reviews and notes the updated Audit 
Committee Risk Register. 

3.0 Background and Proposals 

3.1 The Risk Register was last reviewed on 5 December 2018 and has been brought 
back before the Committee with that meeting’s recommendations included.  

Appendix 1 shows the risks previously identified for the Audit Committee and those 
which have been archived. These risks have been reviewed and archived during the 
period the Committee has existed.  These will continue to be reviewed annually. 

3.2 The Committee at its meeting in December 2018 considered its three current risks:   

3.2.1 RISK AC 1: The challenge from the committee is ineffective due to 
inexperience. This was archived on the 19/06/08, but resurrected as part of 
the review process at the 4 December 2014 Audit Committee. Due to the 
experience of long-standing Members and training for new Members this risk 
was down-graded in April 2016 but in July it was proposed the likelihood is 
increased from Very Low to Low to reflect the Committee’s new membership.  

3.2.2 RISK AC 2: This risk regards the ability of the Council to carry out its statutory 
requirements effectively due to limited resources as a result of the level of 
funding of local government.  This risk is linked to the strategic risk around the 
Medium Term Financial Plan.  The likelihood of this risk has been reduced to 
reflect the Council’s robust financial planning process including the 
identification and delivery of savings.  However, the risks remain as the 
current financial situation remains uncertain with the expected implementation 
of 75% retention of business rates and the results of the fair funding review 
now expected to slip from April 2020. 

3.2.3 RISK AC 3: Members identified the risk regarding the statutory timetable for 
final accounts reporting from the 2017/18 accounts being a month earlier.   
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Officers prepared 2017/18 accounts by the end of May 2018.  This risk was 
retained as there were a number of changes to the accounts required for 
2018/19. 

Officers prepared the 2018/19 accounts by the end of May 2019.  It is 
proposed this risk is now archived.  

3.3 Previous risks that have been considered and archived are: 

RISK AC 001: Insufficient support/ backup provided to the committee: archived 
19/6/08 

RISK AC 002: The challenge from the committee is ineffective due to 
inexperience: archived on the 19/06/08 

RISK AC 003: Officers do not recognise the importance of the Audit Committee: 
archived 10/2/11 

RISK AC 004: Members do not recognise the importance of Audit Committee: 
archived 10/2/11 

RISK AC 005: Perception that the Committee is too critical: archived 10/2/11 

RISK AC 007: Significant changes to the membership In one year: archived 
19/6/08, RISK AC 1 replaces this risk. 

RISK AC 008 Lack of indicators or measurable outcomes to enable the committee 
to demonstrate progress and contribution: archived 18/7/13 

RISK AC 009 The priority Significant Issues identified by Internal Audit are not 
addressed. 

RISK AC 4: External Auditor appointment.  The Council joined the sector-led 
national procurement exercise run by PSAA and the external auditors were re-
appointed in December 2017.   

4.0 Consultation 

4.1 The Audit Committee risk register is considered by Audit Committee twice per year. 

5.0 Alternative Options 

5.1 No alternative options – risks should be reviewed and managed. 

6.0 Links to Council Priorities 

6.1 Risk management activity underpins Council Plan activity. 

7.0 Implications 

Financial, Resources and Procurement 

7.1 The proposed mitigations can be met within existing budgets.  

Human Resources 

7.2 The proposed mitigations can be met within the existing human resources available. 

Legal 

7.3 There are no additional legal requirements. 

Health, Social, Economic and Environmental 

7.4 Have you completed a Health, Social, Economic and Environmental Impact 
Assessment? No  

Page 22



7.5 If you have not completed an Impact Assessment, please explain your reasons: The 
review of Audit Committee risks is a corporate governance issue and has no direct 
health, social, economic or environmental impacts. 

Equality and Diversity 

7.7 Have you completed an Equality Impact Analysis? No   

7.8 If you have not completed an Impact Assessment, please explain your reasons: The 
review of Audit Committee risks is a corporate governance issue and has no direct 
equality or diversity impacts. 

Risk 

Risk Consequence Controls required 

No significant risks associated 
with this report 

  

Contact Officers 

Helen Smith, Financial Services Manager, 01539 793147, h.smith@southlakeland.gov.uk 

Appendices Attached to this Report 

Appendix No. Name of Appendix 

1 Audit Committee Risk Register. 

Background Documents Available 

 

Name of Background document Where it is available 

None  

Tracking Information 

Signed off by Date sent 

Legal Services 10/07/19 

Section 151 Officer 10/07/19 

Monitoring Officer 10/07/19 

SMT N/A 

 

Circulated to Date sent 

Human Resources Manager N/A 

Communications Team N/A 

Leader N/A 

Committee Chairman N/A 

Portfolio Holder N/A 

Ward Councillor(s) N/A 

Committee 25/7/19 

Executive (Cabinet) N/A 

Council N/A 
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Appendix 1 

Audit Committee Risk Register 

 

Report Author: Helen Smith 

Generated on: 10.07.2019  Audit Committee 

The Risk matrix shows how risks are prioritised: 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Audit Committee Risks:  

2019/20 Risk Register/162015  

Risk No. & Title RISK AC 1 The challenge from the committee is ineffective due to inexperience   

Risk 
Priority 

Li
ke

lih
o

o
d

     

    

 X   

    

Impact 
 

Latest 
Note 

Audit Committee of 19/06/08 decided that this risk should be 
archived as is no longer relevant. The Audit Committee of the 
23/07/15 decided that this risk should be re-instated as 2 
new members were added to the Committee at the 20 May 
2015 Annual Council. In April 2016 the likelihood was reduced 
reflecting the experience and training of the existing 
Committee members. 

Update July 2018: Four new Committee members: Proposed 
likelihood increased from Very Low to Low. 

Update Dec 2018: No change proposed 

Update July 2019: Three new Committee members: no 
change proposed 

  

Actions to 
control 
this risk 

Provide suitable 
development 
opportunities to prepare 
Members to make an 
effective contribution. 

Action 

completed? 
Commenced Due Date 

 Throughout 

2018/19 Actioned 
Helen 
Smith 

  

L
ik

e
li

h
o

o
d

 

High 

    

Medium 

    

Low 

    

Very Low 

    

 

Negligible Marginal Serious Critical 

 
Impact 

Priority risks which 
require mitigating 
controls and 

quarterly review 

Low priority risks 
which require annual 

review 
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2 

 

 

 

Risk No. & Title 

RISK AC 2 Audit Committee ineffective due to limited resources following Government changes to the 
funding of local government. 

Local authorities continue to face unprecedented challenges, relating to the pressures of austerity and 
central government funding reductions, and demographic and technological change. 

  

Risk 
Priority 

Li
ke

lih
o

o
d

     

    

  X  

    

Impact 
 

Latest 
Note 

Audit Committee of 4 December 2014 added this risk. In April 2016 the 
risk was amended to concentrate on the impact of funding cuts on the 
ability of the Council to meet its statutory requirements.  This risk links to 
the Medium Term Financial Plan strategic risk.  The latest Medium Term 
Financial Plan will be considered by Overview and Scrutiny Committee, 
Cabinet and Council during 2017. 

In July 2017 the likelihood was reduced from medium to low. 

Council approved the Medium Term Financial Plan 2018/19 – 2022/23 in 
July 2017. 

Budget updates during November 2017 – February 2018 will include 
updates to the MTFP projections. 

July 2018: Proposed no change to assessment. 

Dec 2018: Proposed no change to assessment.  Draft Budget report to 
Cabinet 28 November 2018 identifies future deficits, Provisional Local 
Government Finance Settlement due 6 December 2018, Fairer Funding 
review and proposals for 75% business rate retention ongoing. 

July 2019: Proposed no change to assessment: Medium Term Financial 
Plan identifies potential slippage in Fairer Funding review 

  

Actions to 
control 
this risk 

Quarterly monitoring of 
MTFP financial model & 
risks 

Action 

completed? Ongoing  Due Date 
Ongoing: 
see MTFP 

Actioned Helen Smith    

 

Risk No. & Title RISK AC 3 The Council fail to meet the tighter timescales for the preparation of final accounts from 
2017/18 onwards. 

Risk 
Priority 

Li
ke

lih
o

o
d

     

    

 X   

    

Impact 
 

Latest Note 

The new deadlines will require the accounts for 2017/18 to be 
prepared and authorised by the Chief Finance Officer by the end of 
May 2018 and audited by the end of July 2018 which gives one 
month less for both the preparation and audit of the accounts.  For 
2016/17 the accounts were completed and checked by the end of 
May 2017.  

An unqualified audit opinion was issued in September 2017 in 
relation to the 2016/17 accounts and no material errors were 
identified. 

July 2018: Accounts prepared and published by 31 May 2018. Audit 
ongoing at time of report preparation. 

Dec 2018: Proposed no change to assessment: preparation of 
Accounts is a complex process, requiring significant skilled & 
experienced staff.  New reporting standards for 2018/19 accounts. 

July 2019: Accounts for 2018/19 produced by deadline.  Propose 
archive this risk. 

Actions to 
control this 
risk 

Review the 2018/19 
closedown 

Action 

completed? 
Ongoing Due Date 

Audit 

Committee 

July 2019 
Actioned Helen Smith 
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Archived as agreed by previous Audit Committees 

Listed in order of Risk No. & Title 

 

Risk No. & Title RISK AC 001 Insufficient support/ backup provided to the committee   

Risk 
Priority 

Li
ke

lih
o

o
d

     

    

    

  X  

Impact 
 

Latest 
Note 

Audit Committee of 19/06/08 decided that this risk should be 
archived as is no longer relevant  

  

 

Risk No. & Title RISK AC 002 The challenge from the committee is ineffective due to inexperience   

Risk 
Priority 

Li
ke

lih
o

o
d

     

    

  X  

    

Impact 
 

Latest 
Note 

Audit Committee of 19/06/08 decided that this risk should be 
archived as is no longer relevant. The Audit Committee of the 
23/07 decided that this risk should be re-instated as 2 new 
members were added to the Committee at the 20 May 2015 
Annual Council. This is included as a new risk below the line of 
tolerance. 

  

 

Risk No. & Title RISK AC 003 Officers do not recognise the importance of the Audit Committee   

Risk 
Priority 

Li
ke

lih
o

o
d

     

    

    

 X   

Impact 
 

Latest 
Note 

Audit Committee of 10/02/11 decided to archive this risk    

 

Risk No. & Title RISK AC 004 Members do not recognise the importance of Audit Committee   

Risk 
Priority 

Li
ke

lih
o

o
d

     

    

 X   

    

Impact 
 

Latest 
Note 

Audit Committee of 10/02/11 decided to archive this risk    
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Risk No. & Title RISK AC 005 Perception that the Committee is too critical   

Risk 

Priority 
Li

ke
lih

o
o

d
     

 X   

    

    

Impact 
 

Latest 

Note 

Audit Committee of 10/02/11 decided to archive this 

risk  
  

 
 

Risk No. & Title RISK AC 006 Insufficient capacity from Members to make the Committee 
effective 

  

Risk 
Priority 

Li
ke

lih
o

o
d

     

    

 X   

    

Impact 
 

Latest 
Note 

Audit Committee of 18/07/13 decided to archive this risk    

Risk No. & Title RISK AC 007 Significant changes to the membership In one year   

Risk 
Priority 

Li
ke

lih
o

o
d

     

    

    

 X   

Impact 
 

Latest 
Note 

Audit Committee of 19/06/08 decided that this 
risk should be archived as is no longer relevant  

  

 

Risk No. & Title RISK AC 008 Lack of indicators or measurable outcomes to enable the 
committee to demonstrate progress and contribution. 

  

Risk 
Priority 

Li
ke

lih
o

o
d

     

    

    

 X   

Impact 
 

Latest 
Note 

Audit Committee of 18/07/13 decided to archive this 
risk  

  

 

Risk No. & Title RISK AC 009 The priority Significant Issues identified by Internal Audit are 
not addressed 

  

Risk 
Priority 

Li
ke

lih
o

o
d

     

    

  X  

    

Impact 
 

Latest 
Note 

Audit Committee of 4 December 2015 decided to 
archive this risk.  

  

 

Risk No. & Title RISK AC 4 The Council fails to appoint external auditors in accordance with statutory 
requirements. 

Risk 
Priority 

Li
ke

lih
o

o
d

     

    

    

 X   

Impact 
 

Latest 
Note 

The Council have until December 2017 to make an 
appointment for external auditors when the current 
arrangements come to an end.  Previous appointments were 

made by the Audit Commission nationally and are currently 
overseen by Public Sector Audit Appointments Ltd on behalf 
of the Secretary of State.  The Council has joined the Sector 
Led body procurement exercise.  This reduces the likelihood 
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of failing to properly appoint an external auditor in 
accordance with statutory requirements through an Audit 
Panel. 

PSAA Ltd have consulted the Council on the proposed 
appointment of auditor, this will be confirmed in December 
2017. 

December 2017: Proposed that risk likelihood reduced from 
low to very low 

Archived: following December 2017 meeting. 

Actions to 
control 
this risk 

Review the progress of 
the proposed sector-led 
procurement exercise 

Action 
completed? 

Ongoing Due Date 
During 
2016/17 Actioned 

Shelagh 
McGregor 
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South Lakeland District Council 

Audit Committee 

Thursday, 25 July 2019 

Risk Management Update 

 

Portfolio:   Councillor Giles Archibald - Leader and Promoting South Lakeland 

Report from:  Simon McVey - Operational Lead Support Services 

Report Author: John Davies – Support Services Case Management Officer 

Wards:  (All Wards); 

Forward Plan: Not applicable 

 

1.0 Expected Outcome 

It is expected that Audit Committee will be updated with the Strategic Risk Register  

2.0 Recommendation 

2.1 It is recommended that Audit Committee note the Strategic Risk Register in 
appendix 1 of this report 

3.0 Background and Proposals 

3.1 Risk Management is a vital organisational control and is a key part of the Council’s 
governance arrangements.  

3.2 The Strategic Risk Register contains all those risks above and below the line of risk 
tolerance.  

3.3 All risks above the line of tolerance have mitigations listed. These mitigations are 
designed to reduce the risks in terms of likelihood or impact or both.  

3.4 The aim of mitigations is to reduce a risk from the current position on the risk matrix to 
the target position.   

3.5 A risk should reach its target position by the target date. For a risk to be managed on 
schedule the mitigations must be implemented by their due dates. Not completing 
mitigations on time places a risk in exception.  

3.6 Risks are highlighted with exception status as part of quarterly performance reporting 
arrangements. A risk is only removed from the register (archived) if there is no longer 
any risk. Please see the Risk Register at appendix 1. 

3.7 Audit Committee of 23 April 2015, Item AUD/55 required sight of the full register to 
satisfy the committee that strategic risks are being managed.  

3.8 Over 60% of the Strategic Risks are positioned below risk tolerance – this 
demonstrates the effective mitigation and regular review of the risks. 

4.0 Consultation 

4.1 The Strategic Risk Register is reviewed by Corporate Management Team each quarter 
as part of quarterly performance monitoring and reporting arrangements and the 
review informs this report. 
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5.0 Alternative Options 

5.1 No alternative options – the Audit Committee requires that risk management 
arrangements are effective. 

6.0 Links to Council Priorities 

6.1 Risk management arrangements underpin the achievement of all priorities. 

7.0 Implications 

Financial, Resources and Procurement 

7.1 There are no financial or resource implications in updating Audit Committee on recent 
risk activity.  However, many of the risks identified relate to financial issues and are 
considered as part of the Council’s Medium Term Financial Plan, budget preparation 
and monitoring process.  

Human Resources 

7.2 There are no human resource implications in updating Audit Committee on risk activity. 

Legal 

7.3 There are no legal implications in updating Audit Committee on recent risk activity. 

Health, Social, Economic and Environmental 

7.4 Have you completed a Health, Social, Economic and Environmental Impact 
Assessment? No 

7.5 If you have not completed an Impact Assessment, please explain your reasons: Risk 
management arrangements underpin Health, Social, Economic and Environmental 
objectives. Therefore there is no requirement to carry out a Health, Social, Economic 
and Environmental Assessment. 

7.6 Summary of health, social, economic and environmental impacts: None 

Equality and Diversity 

7.7 Have you completed an Equality Impact Analysis? No 

7.8 If you have not completed an Impact Assessment, please explain your reasons: Risk 
management underpins equality and diversity objectives and therefore there is no 
requirement to carry out an Equality Impact Assessment. 

7.9 Summary of equality and diversity impacts: None 

Risk 

Risk Consequence Controls required 

That actions to mitigate the 
strategic risks are not met 

The risks are not reduced 
or increase and impact on 
the Council’s delivery 
against budgets/services 

Risk mitigations are 
monitored as part of 
quarterly performance 
monitoring arrangements 
and appropriate action 
taken to reduce risks. 

That risks are not captured or 
kept under review 

Risks are not up to date or 
monitored leading to 
impact on service delivery 

Risks are reviewed each 
quarter by Corporate 
Management Team as 
part of quarterly 
performance reporting 
arrangements. 
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Contact Officers 

John Davies, Performance and Risk Officer, 01539 733333, rj.davies@southlakeland.gov.uk  

Appendices Attached to this Report 

Appendix No. Name of Appendix 

1 Strategic Risks Register Quarter 1 2019/20 

 

Background Documents Available 

Name of Background document Where it is available 

Previous Audit Committee Risk 
Management Update reports  

Previous Audit Committee reports on SLDC Website 

 

Previous Cabinet Council Plan 
Performance Monitoring reports 
with Strategic Risks Register 

Previous Cabinet reports on SLDC Website 

 

Tracking Information 

Signed off by Date sent 

Legal Services 17/05/19 

Section 151 Officer 17/05/19 

Monitoring Officer 17/05/19 

CMT 06/06/19 

 

Circulated to Date sent 

Assistant Director 17/05/19 

Human Resources Manager 17/05/19 

Communications Team 17/05/19 

Leader  

Committee Chairman  

Portfolio Holder  

Ward Councillor(s) N/A 

Committee 25/07/19 

Executive (Cabinet) N/A 

Council N/A 
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Appendix 1 
 

1 
Version: 01/07/2019 
 

Strategic Risks Register - Quarter 1, 2019/20 
 

 
Introduction 
 
Risk Management is an essential element of corporate governance arrangements. The process of risk management allows the Council to identify, 
prioritise and mitigate risks which may have a negative effect on services. This is an important and underpinning process which ensures good value for 
money and also continuity of services.  
 
Risks are recognised as essential management information and so contribute towards decision making. This document lists all those risks which are 
considered as strategic in nature – in other words those risks that could have a wide impact or require senior management control. 
 
This Strategic Risks Register is reviewed and updated every quarter by Senior Management Team. Risks above the line of tolerance are a priority and 
so are reviewed every quarter – whilst those below tolerance are reviewed once a year. 
 
Strategic risks are by their very nature problematic and so can remain on the register for significant periods of time. 
 
Page 2 and 3 of this report explain the risk matrix and layouts used for the risks. 
 
Page 4 provides a Risk ‘Heat Map’ which provides an ‘at a glance’ view of the priority risks – those currently in the blue zone and so above the line of 
risk appetite/tolerance. 
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Appendix 1 
 

2 
Version: 01/07/2019 
 

How to understand the Risk Matrix: 
 
This register contains the full and complete list of the Council’s Strategic Risks. Each risk is plotted on a risk matrix to show degree of likelihood and 
impact. The greater the likelihood and impact the higher the priority for management. Those risks which lay above the line of ‘risk appetite’ can be 
seen in the blue zone of the matrix. These risks are a priority for management and are reviewed every quarter. Risks below the risk appetite, in the 
green zone, are a lower priority and so are reviewed on an annual basis. 

 

  

 

 

 

 

 

 

 
 
 
 
 
 
 
 
 
 
 
 
 
 

The next page shows how the information for each risk is presented.
 

 
 

L
ik

e
li

h
o

o
d

 

High 

    

Medium 

  

x 
 

Low 

 

x 
  

Very Low 

    

 

Negligible Marginal Serious Critical 

 
Impact 

Risks positioned in the blue zone of the risk matrix are above ‘risk 
appetite’ (high priority) and require quarterly mitigation and 
management. Mitigation updates are listed for these risks.  
 

Risks positioned in the green zone of the risk matrix are below 
‘risk appetite’ (lower priority) and require an annual review in 
Quarter Four. 
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Appendix 1 
 

3 
Version: 01/07/2019 
 

How to understand the layout of each risk in this report 
 

  

Risk No. & Name 
The risk name is a concise and clear title for the risk 
 
Description 
A description of the circumstances which help to generate risk 

Current Position of Risk 
This risk matrix shows the current 
position of the risk. 
 
 

Li
ke

lih
o

o
d

     

  X  

    

    

Impact 
Green zone: review annually 
Blue zone: manage quarterly  
Review Date: 
The date when this risk will be 
considered and reviewed 

Target Position of Risk 
This risk matrix shows the future 
position of the risk following the 
completion of mitigations. 

Li
ke

lih
o

o
d

     

    

    

  X  

Impact 
Green zone: review annually 
Blue zone: manage quarterly  
Target Date: 
The date that the risk must reach the 
target position – through the completion 
of mitigations. 

  

Mitigation Mitigation Progress Mitigation Action Owner Mitigation Due Date 

A mitigation is an action which is designed 
to reduce or eliminate the risk.  The 
mitigation can improve the likelihood or 
impact of the risk. 

A short update on progress made 
with the mitigation 

The person responsible for 
progressing the mitigation 

Mitigations should be implemented 
by their due dates for the risk to be 
improved effectively. 

  

History  
of Risk 
Improvement 

For each risk a history of risk review and improvement is shown: 
RISK POSITION IMPROVED ↓  =  a risk review indicates that there is now less risk 
RISK POSITION INCREASED ↑  =  a risk review indicates that there is now more risk 
RISK POSITION UNCHANGED ↔  =  a risk review indicates that there is the same level of risk 
RISK IDENTIFIED ●  =  a newly identified risk is entered onto this register 

  Risk Owner The person with sufficient authority to control this risk  Portfolio the Portfolio that this risk is relevant to  
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Risk ‘Heat Map’ - showing the current position of all risks in this report 

 
This matrix provides an ‘at a glance’ view of the priority risks which are positioned in the blue zone and so are above the line of risk 
appetite/tolerance. Click on a risk to navigate to the right page. 

 
 
 
 

L
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e
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h

o
o

d
 

High 

    

Medium 

 Risk 5 Risk 6 
Risk 9 
Risk 14 
Risk 15 
Risk 20 
Risk 21 

 

Low 

 Risk 13 
Risk 18 

Risk 4 
Risk 7 
Risk 19 

 

Very 
Low 

  Risk 8 
 

Risk 16 
Risk 17 

 

Negligible Marginal Serious Critical 

 
Impact 

60% of risks are positioned 
in the green zone - below 
the line of ‘risk appetite’ 
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Strategic Risks Register 
 

  Risk 1 was archived during quarter 1 2016/17 
Risk 2 was archived during quarter 4 2018/19 
Risk 3 was archived during quarter 1 2018/19 

 
 

  

Risk 4 

Affordable housing targets are not met. 
 
Description 
There is a risk that the Council may not achieve the Council Plan target: ‘By 2025 we 
will have enabled with the private sector the development of 1,000 new affordable 
homes for rent’. The Council will need to enable delivery of new affordable and open 
market housing particularly through private sector led development across the 
district. Performance is influenced by New Homes Bonus and Local Government 
Financing. 
 
Back to ‘Heat Map’ 
 

Current Position of Risk 
 

Li
ke

lih
o

o
d

     

    

  X  

    

Impact 
Green zone: review annually 
Blue zone: manage quarterly 
 
Review Date 
Annual – end of March 
 

Target Position of Risk 
 

Li
ke

lih
o

o
d

     

    

    

  X  

Impact 
Green zone: review annually 
Blue zone: manage quarterly  
 
Target Date 
31/03/20 

  

Mitigation Mitigation Progress Mitigation Action Owner Mitigation Due Date 

Mitigations are not applicable as risk is below 
tolerance 

n/a n/a n/a 

  

History  
of Risk 
Improvement 

This risk is within risk tolerance and requires an annual review during Quarter Four. 
Q4 2016/17: RISK POSITION UNCHANGED ↔ - SMT review indicates no change. 
Q1 2017/18: RISK POSITION - This risk is within risk tolerance and requires an annual review during Quarter Four. 
Q4 2017/18: RISK POSITION UNCHANGED ↔ - This risk will be retained on the register to allow regular monitoring.  
Q4 2018/19: RISK POSITION UNCHANGED ↔ -  Review indicates that housing performance is on track. 

  Risk Owner Director of Customer and Commercial Services Portfolio Deputy Leader – Housing and Innovation Portfolio 
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Risk 5 

Impact of the Welfare Reform on communities 

 
Description 
The Council maintains this risk to mitigate as far as possible against the impacts of 
welfare reform. Welfare reform is a major element of recent government spending cuts 
resulting in significant changes to taxes and benefits - impacting on low-income tenants 
and social landlords. With the transfer to Universal Credit there have been widely 
reported issues and impacts on claimants across England. Central Government monitor 
the impacts of welfare reform and makes mitigating adjustments. Also South Lakeland 
District Council has put in place a series of mitigations which seek to reduce impacts – 
these mitigations can be seen below.  
 
The current risk position is proportionate in terms of the likelihood and impact across 
the whole of South Lakeland. The Council has put in place many mitigations to reduce 
poverty and to alleviate against universal credit impacts - the main mitigations are 
listed below. 
 
Back to ‘Heat Map’ 
 

Current Position of Risk 
 

Li
ke

lih
o

o
d

     

 X   

    

    

Impact 
Green zone: review annually 
Blue zone: manage quarterly 
 
Review Date 
Annual – end of March 

Target Position of Risk 
 

Li
ke

lih
o

o
d

     

    

 X   

    

Impact 
Green zone: review annually 
Blue zone: manage quarterly  
 
Target Date 
31/03/20 

  

Mitigation Mitigation Progress Mitigation Action Owner Mitigation Due Date 

Revenues and Benefits has regular ‘Keep in 
Touch’ meetings with Department for Work 
and Pensions (DWP) and also Citizens Advice 
(CAB) 

These regular meetings share 
intelligence and situational awareness 
on any adverse impacts. 

Operational Lead Support Services Regular meetings are in place 

Revenues and Benefits ‘Discretionary Housing 
Payment’  

This payment eases financial pressures 
for eligible claimants 

Operational Lead Support Services Mitigating payments are in place 
for eligible claimants 

Council Tax Reduction Scheme This payment helps to reduce the  
financial pressures for eligible 

Operational Lead Support Services Mitigating payments are in place 
for eligible claimants 

P
age 40



Appendix 1 
 

7 
Version: 01/07/2019 
 

claimants 

Building Financial Resilience Group was set up 
by South Lakeland District Council – it is a 
multi agency collaboration to reduce poverty. 

This group meets on a regular basis 
and delivers on a poverty reduction 
(financial resilience) action plan. 

Operational Lead Support Services Regular meetings are in place 

  

History  
of Risk 
Improvement 

This risk is within risk tolerance and requires an annual review during Quarter Four. 
Q4 2016/17: RISK POSITION UNCHANGED ↔ - SMT review indicates no change. 
Q1 2017/18: RISK POSITION - This risk is within risk tolerance and requires an annual review during Quarter Four. 
Q4 2017/18: RISK POSITION UNCHANGED ↔ - The risk will be retained on the risk register whilst there is a potential for impacts. 
Q4 2018/19: RISK POSITION UNCHANGED ↔ - This risk received a special review at the request of Audit Committee. It was felt that the current risk 
position was proportionate in terms of the likelihood and impact across the whole of South Lakeland. The Council has put in place many mitigations 
to reduce poverty and alleviate against universal credit impacts and these are now listed. 

  Risk Owner Director of Strategy, Innovation and Resources Portfolio Health, Wellbeing and Financial Resilience Portfolio 
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Risk 6 

Medium Term Financial Planning – delivery of a balanced budget 
 
Description 
Current and future years proposed budget reductions (expenditure and income) are 
not achieved. Future year’s budget reductions (expenditure or income) are not 
identified. Significant existing income sources are not protected or effectively 
managed. Income from Central Government is reduced above the current 
assumptions. NDR income assumptions are not achieved. Other key factors are the 
Spending Review 2019-2022, Business Rates Retention and the Fair Funding Review. 
 
Back to ‘Heat Map’ 
 

Current Position of Risk 
 

Li
ke

lih
o

o
d

     

  X  

    

    

Impact 
Green zone: review annually 
Blue zone: manage quarterly 
 
Review Date 
Quarterly 

Target Position of Risk 
 

Li
ke

lih
o

o
d

     

    

 X   

    

Impact 
Green zone: review annually 
Blue zone: manage quarterly  
 
Target Date 
Annual – end of March 

  

Mitigation Mitigation Progress Mitigation Action Owner Mitigation Due Date 

MTFP assumptions are reviewed, updated and 
reported on a quarterly basis 

Mitigation is in place and on track Finance Lead Specialist Each quarter 

Options to resolve any issues are provided to 
the Cabinet each quarter 

Mitigation is in place and on track Finance Lead Specialist Each quarter 

  

History  
of Risk 
Improvement 

For previous updates please see earlier versions of this risk register. 
02/08/18: RISK POSITION UNCHANGED ↔ - SMT review indicates that no change is required to the position of this risk on the risk matrices. 
Q2 2018/19: RISK POSITION UNCHANGED ↔ - SMT review indicates no change to risk position. 
Q3 2018/19: RISK POSITION UNCHANGED ↔ - SMT review indicates that the risk position remains unchanged. 
Q4 2018/19: RISK POSITION UNCHANGED ↔ -  Review indicates that the level of risk remains the same. 
Q1 2019/20: RISK POSITION UNCHANGED ↔ -  Review indicates that the level of risk remains the same. 

  Risk Owner Finance Lead Specialist Portfolio Finance and Resources Portfolio 
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Risk 7 

Information Management is not effective 
 
Description 
The Council is required to have effective information governance procedures. It will 
be necessary to manage corporate information by implementing processes, roles and 
controls - including GDPR and the Data Protection and Information Security Policies. 
 
Back to ‘Heat Map’ 
 

Current Position of Risk 
 

Li
ke

lih
o

o
d

     

    

  X  

    

Impact 
Green zone: review annually 
Blue zone: manage quarterly 
 
Review Date 
Annual 

Target Position of Risk 
 

Li
ke

lih
o

o
d

     

    

 X   

    

Impact 
Green zone: review annually 
Blue zone: manage quarterly  
 
Target Date 
31/12/19 

  

Mitigation Mitigation Progress Mitigation Action Owner Mitigation Due Date 

Continue to reinforce key standards and 
policies via regular communication. Ensure 
Managers are appropriately trained and 
requirements are clearly set out in Job 
Descriptions and reinforced via appraisals. 
Ensure Internal Audit findings are acted on in 
a timely manner. 

Update 27/03/19: Training schedule 
designed and on target to be 
delivered in line with Audit for end 
of Dec 2019.  

Performance, Innovation and 
Commissioning Lead Specialist 
 

31/12/19 

Clear and ongoing communications to staff to 
reinforce policies and protocols. Regular 
review and monitoring of arrangements 
across services by Operational Managers 
supported by Information Security/ 
Governance Teams in Policy & Partnerships 
and ICT. 

Update 27/03/19: Training schedule 
designed and on target to be 
delivered in line with Audit for end 
of Dec 2019. 

Performance, Innovation and 
Commissioning Lead Specialist 
 

31/12/19 

The Information Governance (IG) Framework 
was approved by Cabinet on 16 September 
2015 and provides the structure to govern 

This mitigation updated 27/03/19.  
 
In order to implement the 

Performance, Innovation and 
Commissioning Lead Specialist 
 

31/12/19 
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how the Council captures, creates, accesses, 
secures, manages and shares its information 
both internally and externally. In line with 
Customer Connect Programme, the Council 
had to its approach to information 
governance. 

Information Governance Framework 
it is proposed that a learning 
package deliverable is created. 
It is proposed that the learning 
package deliverable will be 100% e-
learning.  Scope will be provided to 
design and develop workbooks for 
those members of staff without 
access to ICT equipment. 

  

History  
of Risk 
Improvement 

For previous updates please see earlier versions of this risk register. 
Q4 2016/17: RISK POSITION UNCHANGED ↔ - SMT review indicates no change. 
Q1 2017/18: RISK POSITION - This risk is within risk tolerance and requires an annual review during Quarter Four.  
Q3 2017/18: RISK POSITION UNCHANGED ↔ - Mitigation due dates updated in line with Information Governance Board Highlights Report 
14/12/17. This risk is remains within risk tolerance. 
Q4 2017/18: RISK POSITION UNCHANGED ↔ - review indicates no change at this time, relevant mitigations are in place. 
Q4 2018/19: RISK POSITION UNCHANGED ↔ -  Review indicates no change. 

  Risk Owner Director of Strategy, Innovation and Resources Portfolio Deputy Leader – Housing and Innovation Portfolio 
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Risk 8 

The infrastructure required to deliver the Council Plan priorities is 
not provided. 
 
Description 
Infrastructure is required to support businesses and housing development objectives. 
The Council will need to implement the Community Infrastructure Levy (CIL) to 
provide funding stream for infrastructure delivery. There will need to be protocols for 
CIL Governance and an up to date Infrastructure Delivery Plan. 
Due to the impacts of Storm Desmond there may be implications associated with 
future flood resilience measures and infrastructure repairs. 
 
Back to ‘Heat Map’ 
 

Current Position of Risk 
 

Li
ke

lih
o

o
d

     

    

    

  X  

Impact 
Green zone: review annually 
Blue zone: manage quarterly 
 
Review Date 
Annual – end of March 
 

Target Position of Risk 
 

Li
ke

lih
o

o
d

     

    

    

 X   

Impact 
Green zone: review annually 
Blue zone: manage quarterly  
 
Target Date 
31/03/20   

Mitigation Mitigation Progress Mitigation Action Owner Mitigation Due Date 

Annual update of Infrastructure Delivery Plan. Review largely complete to be 
reported to Cabinet.  
Update 21/12/16: approach to 
meeting education needs in Kendal 
being worked up by Cumbria County 
Council. Infrastructure Delivery Plan 
will be reported to Cabinet in March 
2017. 
Update 04/04/17: extra time 
required for education aspect due 
date extended to 31/05/17 
 
Completed. Updated Infrastructure 
Delivery Plan reported to Cabinet on 

Strategy Lead Specalist 01/12/16 
Amended to 31/05/17 
 
Completed 13/09/17 
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September 13th. Significant progress 
on infrastructure delivery including: 
• Kendal highways and transport 
improvements (£3.4m) 
• Ulverston junction improvements 
(£4.5m) including access to Lightburn 
Road employment site through Blue 
Light Hub. 
• Swarthmoor roundabout funding is 
close to being finailsed to enable 
housing development at Swarthmoor 
and Croftlands. 

Development of protocols for CIL Governance. To be reported to Cabinet 
Update 21/12/16: CIL Governance 
Protocols will be reported with 
Infrastructure Delivery Plan to 
Cabinet in March 2017. 
Update 04/04/17: extra time 
required for education aspect due 
date extended to 31/05/17 
 
Completed. CIL Governance 
arrangements approved by Cabinet 
on September 13th. 

Strategy Lead Specalist 01/12/16 
Amended to 31/05/17 
 
Completed 13/09/17 

CIL Review proposed as part of Development 
Management Policies process. 

To be undertaken when draft 
Development Management policies 
are consulted upon in Autumn 2016.  
Update 21/12/16: Viability study 
scheduled for mid 2017 – will update 
viability position in relation to 
affordable housing, CIL and impact of 
Development Management policies. 

Strategy Lead Specalist 01/03/18 
 
Completed 
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Update 04/04/17: Viability study 
Commisioned. 
Update 13/03/18: Viability study 
completed. 

  

History  
of Risk 
Improvement 

For previous updates please see earlier versions of this risk register. 
Q4 2016/17: RISK POSITION UNCHANGED ↔ - SMT review indicates no change. There has been positive progress and further collaboration with 
partners on infrastructure needs is required. 
Q1 2017/18: RISK POSITION - This risk is within risk tolerance and requires an annual review during Quarter Four. 
Q4 2017/18: RISK POSITION UNCHANGED ↔ - Updated evidence, in support of the new development management policies, on viability has 
concluded that development can support current levels of CIL. The results of examination will inform the future position of this risk. 
Q4 2018/19: RISK POSITION IMPROVED ↓ -  Review indicates that this risk has reduced in terms of likelihood due to greater certainty and 
confidence in meeting infrastructure requirements. 

  Risk Owner Strategy Lead Specialist Portfolio Deputy Leader – Housing and Innovation Portfolio 
 P

age 47



Appendix 1 
 

14 
Version: 01/07/2019 
 

 

  

Risk 9 

Essential strategic partnerships required to deliver the Council Plan 
do not operate effectively. 
 
Description 
Where necessary robust agreements will be needed. Also opportunities and resource 
implications should be identified. Partnerships will need to work supportively to 
achieve Council Plan objectives. 
The introduction of NHS STP’s and the movement of South Cumbria CCG’s into 
Lancashire/Morecambe Bay in April 2017 required new strategic partnerships to be 
formed with these groups to ensure SLDC and its communities gain maximum benefit 
from any changes. This risk applies to all our strategic partnerships, such as the Local 
Enterprise Partnership (LEP), CCC, LDNPA and Morecambe Bay Economic Partnership 
as examples. The risk is not specific to any one initiative or approach from partner 
organisations, rather the strategic direction and policies that they take and make, and 
their correlation to SLDC achieving its aims and objectives through its Council Plan. 
 
Back to ‘Heat Map’ 
 

Current Position of Risk 
 

Li
ke

lih
o

o
d

     

  X  

    

    

Impact 
Green zone: review annually 
Blue zone: manage quarterly 
 
Review Date 
Annual – end of March 
 

Target Position of Risk 
 

Li
ke

lih
o

o
d

     

    

 X   

    

Impact 
Green zone: review annually 
Blue zone: manage quarterly  
 
Target Date 
31/03/20 

  

Mitigation Mitigation Progress Mitigation Action Owner Mitigation Due Date 

Monitor resource, cost and reputational 
impact with established strategic partnerships 

No cost implications to the council in 
maintaining partnerships 

Chief Executive 31/03/19 annual review 
 

  

History  
of Risk 
Improvement 

For previous updates please see earlier versions of this risk register. 
Q2 2018/19: RISK POSITION UNCHANGED - ↔ -  SMT review indicates no change to position of risk.  Officer representation on the Morecambe Bay 
CCG has now been offered and accepted. Meeting held with Northern Powerhouse Minister 27/09/18 -  Morecambe Bay Prospectus discussed and 
future meetings agreed with Government departments. 
Q3 2018/19: RISK POSITION UNCHANGED - ↔ -  SMT review indicates that the position of risk remains unchanged. Further discussions ongoing 
across Morecambe Bay on economic initiative and health. Await outcome of County Council unitary debate in December 2018 to see if more 
collaborative partnership is envisiaged going forward. 
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Q4 2018/19: RISK POSITION UNCHANGED ↔ -  Review indicates that the position of this risk remains the same. Morecambe Bay discussions are 
ongoing although Health partners less so. Improved discussions with CCC over the last few months. 
Q1 2019/20: RISK POSITION UNCHANGED ↔ -  Review indicates that the position of this risk remains the same. SLDC continues to improve 
collaborative working throuout Cumbria local authorities, though new relations are needed following the May 2019 elections. SLDC has now 
connected with the relevant Morecambe Bay Health partners and work is underway to identify key areas of working. The Morecambe Bay Three 
Authority partnerships continues to develop within the North West and Government. 
 

  Risk Owner Chief Executive  Portfolio Leader – Promoting South Lakeland 
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  Risk 10 was archived during quarter 1 2016/17 

Risk 11 was archived during quarter 1 2016/17 

Risk 12 was archived during quarter 4 2018/19 
 
 

 

Risk 13 

Impact of new projects and initiatives on existing Council Plan 
priorities 

 
Description of risk 
There is a risk that new projects and initiatives take the resources required by other 
projects and initiatives currently in the programme.  
 
Back to ‘Heat Map’ 
 

Current Position of Risk 
 

Li
ke

lih
o

o
d

     

    

 x   

    

Impact 

Green zone: review annually 
Blue zone: manage quarterly 
 
Next Review Date 
Annual – end of March 

Target Position of Risk 
 

Li
ke

lih
o

o
d

     

    

 x   

    

Impact 

Green zone: review annually 
Blue zone: manage quarterly  
 
Target Date 
31/03/20 

Mitigation Mitigation Progress Mitigation Action Owner Mitigation Due Date 

Ensure that potential new projects and 
initiatives are subject to a pre-assessment 
which measures their priority 

Completed and ongoing 
requirement. 
Update 10/11/16: Reinforce the 
assessment and prioritisation of new 
projects – review in six months. 
Update 18/01/18: the assessment 
and prioritaisation of projects is an 
ongoing requirement. 
 

Director of Strategy, Innovation and 
Resources 

Ongoing requirement 
 
 

History  
of Risk 

For previous updates please see earlier versions of this risk register. 
Q4 2016/17: RISK POSITION UNCHANGED ↔ - SMT review indicates no change.  
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Improvement Q1 2017/18: RISK POSITION - This risk is within risk tolerance and requires an annual review during Quarter Four. 
Q2 2017/18: RISK POSITION UNCHANGED - ↔ - SMT review indicates no change however to be reviewed at quarter three subject to prioritisation 
of resources. 
Q4 2017/18: RISK POSITION IMPROVED ↓ - Review indicates that likelihood is low with existing controls. Controls will continue to be applied 
including prioritisation against Strategic Projects Log. 
Q4 2018/19: RISK POSITION UNCHANGED ↔ -  Review indicates that this risk remains the same. 

Risk Owner Director of Strategy, Innovation and Resources Portfolio Deputy Leader – Housing and Innovation Portfolio 
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Risk 14 

Unintended impacts of efficiencies and service changes 
 
Description of risk 
New efficiencies and changes brought about by one service or another organisation 
can have unintended negative impacts on the efficiency and running of another 
service – especially if proposals are not consulted on until to late in the process. These 
impacts can increase the cost of running other services. Focus required on the expiry 
of the Second Homes agreement between Cumbria County Council and South 
Lakeland District Council. This position of this risk is also influenced by Risk 15 
Customer Connect Programme. 
 
Back to ‘Heat Map’ 
 

Current Position of Risk 
 

Li
ke

lih
o

o
d

     

  x  

    

    

Impact 

Green zone: review annually 
Blue zone: manage quarterly 

 
Next Review Date 
Quarterly 

Target Position of Risk 
 

Li
ke

lih
o

o
d

     

    

 x   

    

Impact 

Green zone: review annually 
Blue zone: manage quarterly  
 
Target Date 
31/03/20 

Mitigation Mitigation Progress Mitigation Action Owner Mitigation Due Date 

This risk is managed via the Service Planning 
and Budgeting processes.  

Completed Director of Strategy, Innovation and 
Resources  
Lead Specialists 

Mitigations in place within 
existing Service Planning and 
Budgeting processes. 

Promote early discussions on potential change 
with external parties 

New mitigation on 10/11/16 
06/07/17: Mitigations underway and 
ongoing 

Director of Strategy, Innovation and 
Resources  

In place and ongoing requirement 

Customer Connect mitigations The programme is being managed 
via the Programme Board to deliver 
year 1 and 2 of the programme. 
Please refer to Risk 15 Customer 
Connect Programme for progress. 

Director of Strategy, Innovation and 
Resources 

Please refer to Risk 15 Customer 
Connect Programme for key due 
dates. 

History  
of Risk 
Improvement 

For previous updates please see earlier versions of this risk register. 
Q1 2017/18: RISK POSITION UNCHANGED ↔ - SMT review indicates no change. Mitigations are in progress. 
Q2 2017/18: RISK POSITION UNCHANGED ↔ - SMT review indicates no change – this risk is linked to ‘Risk 15: Customer Connect’. 
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Q3 2017/18: RISK POSITION UNCHANGED ↔ - SMT review indicates no change 
Q4 2017/18: RISK POSITION UNCHANGED ↔ - Review indicates no change due to period of organisational change and ongoing partnership 
discussions. 
Q1 2018/19: RISK POSITION UNCHANGED ↔ - Review indicates no change for the reasons listed previously at Q4 2017/18. Target date reviewed 
and set to 31/03/2019. 
Q2 2018/19: RISK POSITION UNCHANGED ↔ - Review indicates no change to position of risk. 
Q3 2018/19: RISK POSITION UNCHANGED ↔ - The position of this risk remains unchanged during organisational change. 
Q4 2018/19: RISK POSITION UNCHANGED ↔ -  Review indicates that risk remains unchanged during organisational change. 
Q1 2019/20: RISK POSITION UNCHANGED ↔ -  Review indicates that risk remains unchanged during organisational change. 

Risk Owner Director of Customer and Commercial Services Portfolio Deputy Leader – Housing and Innovation Portfolio 
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Risk 15 

Customer Connect Programme 
 
Description 
The programme fails to deliver what’s set out in the programme definition and 
customer contact strategy. 
Customer Connect is a challenging programme that requires significant change 
to ways of working for staff across the Council. The Programme Board manages 
the Customer Connect Risk Log on a regular basis. Mitigations are in place for 
the risks and the main challenges to the programme are: Scope and Ambition, 
Staff resources and capacity, Skills and Workforce Planning, Buy in from 
Customers and Training and development for staff and Councillors. 
 
Back to ‘Heat Map’ 
 

Current Position of Risk 
This risk matrix shows the current 
position of the risk. 
 
 

Li
ke

lih
o

o
d

     

  X  

    

    

Impact 
Green zone: review annually 
Blue zone: manage quarterly  
Review Date: 
Each quarter 

Target Position of Risk 
This risk matrix shows the desired 
position of the risk following the 
completion of mitigations. 

Li
ke

lih
o

o
d

     

    

  X  

    

Impact 

Green zone: review annually 
Blue zone: manage quarterly  
Target Date: 
31/03/20 

  

Mitigation Mitigation Progress Mitigation Action Owner Mitigation Due Date 

The programme is being managed via the 
Programme Board with resources 
identified to deliver year 1 and 2 of the 
programme. 

Financial resources are set aside 
for the programme, but there is a 
requirement to identify all the 
staff needed over the next two 
years to support the projects 
 
Update 07/06/17: In May 2017 
membership of the Programme 
Boards was revised and updated 
to reflect the additional roles 
required to deliver the various 
projects within the programme.   
 
Update 05/06/18: An external 

Performance, Innovation and 
Commissioning Lead Specialist 

01/07/2017 
Completed 
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partner is providing assurance to 
the programme using experience 
gained from similar 
transformation programmes. 
 
Update: 05/07/18: Revised 
business case to be considered by 
Cabinet on 18/07/18 and Council 
on 24/07/18. This sets out a 
number of risks which will be 
managed as part of the 
programme. 
 
Update: 26/09/18: Business Case 
approved and implementation 
underway. Significant progress in 
all workstream areas. Staff 
appointed to programme roles. 
Programme Board meets weekly. 
Audit Committee reciving regular 
reports. Management Structure 
agreed at Council  on 10/10/18. 

There is a risk log for the programme. This 
is shared with the Audit Committee on a 
quarterly basis.  
 

SMT have ownership of all the 
risks and identified mitigations -  
completed. 

Performance, Innovation and 
Commissioning Lead Specialist 

15/04/2018 
Completed 

All risks on the Customer Connect risk log 
were updated during April 2018. The risks 
are reviewed at each Board meeting and 
are managed accordingly. 

All risks above the line are being 
managed and have mitigations in 
place to reduce the likelihood.  
The Senior Responsible Owner 
has taken direct responsibility for 
managing the partnership 
arrangements with Eden.  

Performance, Innovation and 
Commissioning Lead Specialist 

Reviewed weekly by the Programme 
Board 
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History  
of Risk Improvement 

For previous updates please see earlier versions of this risk register. 
Q1 2018/19: RISK POSITION UNCHANGED - ↔ - SMT review indicates no change. Mitigations updated. 
Q2 2018/19: RISK POSITION UNCHANGED - ↔ - SMT review indicates no change. Mitigations updated on 26/09/18. 
Q3 2018/19: RISK POSITION UNCHANGED - ↔ - SMT review indicates no change. 
Q4 2018/19: RISK POSITION UNCHANGED - ↔ -  Review indicates that this risk remains unchanged.  
Q1 2019/20: RISK POSITION UNCHANGED - ↔ -  Review indicates that this risk remains unchanged.  

  Risk Owner Director of Strategy, Innovation and Resources Portfolio Deputy Leader – Housing and Innovation Portfolio 
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Risk 16  

Waste Collection – Reversing Manoeuvres 
 
Description 
Management of waste collection vehicle manoeuvres on recycling and waste 
collection rounds. 
There are many practical and advanced technological safety precautions in 
place including the following: 
Waste collection rounds have risk assessments and safe systems of work in 
place. 
All drivers and crews have been trained. 
All rounds are monitored to ensure that safe systems are adhered to. 
Vehicles have advanced technologies fitted e.g. reversing CCTV and 
sophisticated radar to assist the driver and crews manoeuvre safely 
 
Back to ‘Heat Map’ 
 

Current Position of Risk 
This risk matrix shows the current 
position of the risk. 
 
 

Li
ke

lih
o

o
d

     

    

    

   x 
Impact 

Green zone: review annually 
Blue zone: manage quarterly  
Review Date: 
Annual – end of March 
 

Target Position of Risk 
This risk matrix shows the desired 
position of the risk following the 
completion of mitigations. 

Li
ke

lih
o

o
d

     

    

    

   X 

Impact 
Green zone: review annually 
Blue zone: manage quarterly  
Target Date: 
Target met   

Mitigation Mitigation Progress Mitigation Action Owner Mitigation Due Date 

Maintain and keep up to date the Safe 
System of Work, inspections and the 
utilisation of risk reducing technologies. 

In progress and reviewed by the 
Street Scene Health and Safety 
Working Group on a quarterly 
basis 

Operational Lead Delivery and 
Commercial Services 

Ongoing requirement 

Commission specialist support to assist in 
the completion of a further review of 
vehicle movements including reversing on 
private drives, private roadways and 
narrow access highways  

Update 17/11/16: Support 
commissioned and interim report 
received. Considering key actions 
for the service within operational 
health and safety plans. 
Completed. 

Operational Lead Delivery and 
Commercial Services 

31/12/16 
Completed. 
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Implement the priority findings of the 
above review  

Specific Action plan has been 
developed to implement the 
findings of the review. High 
Priority Areas have been 
identified and the 
implementation of necessary 
changes commenced and planned 
for completion by amended due 
date of 31/12/17. 
Completed. 

Operational Lead Delivery and 
Commercial Services 

31/12/17 
Completed. 

Implement the lower priority findings of 
the above review 

Planned for completion by 
31/12/17.  
Update 15/01/18: lower priority 
findings will now be completed by 
31/03/18. 
Update 13/03/18: Now complete. 
There will be an ongoing review 
of all manoeuvres as part of 
business as usual arrangements. 

Operational Lead Delivery and 
Commercial Services 

13/03/18 
Completed 

  

History  
of Risk 
Improvement 

For previous updates please see earlier versions of this risk register. 
Q2 2017/18: RISK POSITION UNCHANGED - ↔ - SMT review indicates no change – work is in progress. 
Q3 2017/18: RISK POSITION UNCHANGED - ↔ - All Ulverston rounds have been assessed and mitigating measures introduced. Results have 
been provided to the Health and Safety Committee 15th January 2018. Some lower priority areas remain pending with completion expected 
before end March 2018. Risk position remains the same until all reversing manoeuvres are assessed and mitigating measures have been 
implemented as required. 
Q4 2017/18: RISK POSITION IMPROVED - ↓ - Review indicates that risk has been reduced to the target position due to completed mitigations. 
Decision made not to archive risk in order to maintain awareness.  
Q4 2018/19: RISK POSITION UNCHANGED ↔ -  Review indicates that this risk remains the same in terms of likelihood and impact. 

  Risk Owner Director of Customer and Commercial Services Portfolio Health, Wellbeing and Financial Resilience Portfolio 
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Risk 17 

Cyber Security incident 
 
Description 
There have been many high profile examples of cyber security breaches across 
the World and in the UK recently. The Council has effective security in place to 
protect data and deliver services - however threats are becoming ever more 
sophisticated and organisations need to be one step ahead. Cyber-attacks can 
cross international boundaries and may be initiated by organised criminal 
groups, lone individuals or be state sponsored. Cyber criminals are broadening 
their efforts towards UK citizens, organisations and institutions. Terrorists are 
conducting low-level attacks and aspire to carry out more significant acts. 
Examples of threats are Botnets, Distributed denial-of-service, Hacking, 
Malware, Pharming, Phishing, Ransomware and Spam. 
 
Back to ‘Heat Map’ 
 

Current Position of Risk 
This risk matrix shows the current 
position of the risk. 
 
 

Li
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lih
o
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   x 
Impact 

Green zone: review annually 
Blue zone: manage quarterly  
Review Date: 
Annual – end of March 
 

Target Position of Risk 
This risk matrix shows the desired 
position of the risk following the 
completion of mitigations. 
 

Li
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lih
o

o
d

 

    

    

    

  x  

Impact 

Green zone: review annually 
Blue zone: manage quarterly  
Target Date: 
31/03/20 

Mitigation Mitigation Progress Mitigation Action Owner Mitigation Due Date 

Cyber security actions within the ICT Risk 
Register  

Cyber security actions are on 
track 

Digital Lead Specialist In line with cyber security due dates  

Review of Insurance  Mitigation added 12/10/17 
Update 15/01/18: Predicted 
complete by 31/01/18 for 
insurance renewal deadline. 

Finance Lead Specialist 31/12/17 
Completed 

History  
of Risk 
Improvement 

For previous updates please see earlier versions of this risk register. 
RISK IDENTIFIED ●  =  Audit Committee of 26/07/17 suggested that the Information management risks should be split to create this separate risk 
for Cyber Security. Agreed on 08/08/17 by the Monitoring Officer. 
Q2 2017/18: RISK POSITION UNCHANGED - ↔ - SMT review indicates likelihood very low and impact critical. Additional insurance mitigation 
added. ICT maintains up to date software patches. Staff have guidance on how to keep IT Networks Secure and what to do if a virus or malware is 
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suspected. 
Q4 2017/18: RISK POSITION UNCHANGED - ↔ - The risk remains very low. ICT continue to maintain security related Microsoft updates, virus 
software updates and follow industry best practice. Business Continuity arrangements are strengthened.  
Q4 2018/19: RISK POSITION UNCHANGED ↔ -  Review indicates that this risk remains at very low likelihood  

Risk Owner Director of Strategy, Innovation and Resources Portfolio Deputy Leader – Housing and Innovation Portfolio 
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Risk 18 

Potential reduction in income from the disposal of 
recyclable materials as a consequence of market changes 
 
Description 
China has made a decision to receive only very low contaminated recycled 
waste. As a consequence there will be very large quantities of waste across 
the UK and other international countries that will not be eligible for sending 
to China. Without an alternative outlet for large quantities of contaminated 
recyclable waste the market value of this waste will fall significantly. South 
Lakeland District Council’s waste collection approach is to separate 
recyclables in a way that mitigates against contamination and maintains a 
high quality product so may be less affected by new policy from China. The 
advantageous position that South Lakeland has is confirmed in a recent 
APSE report. However the income provided from waste recycling is 
significant and would have a large impact on services should it be reduced 
drastically. 
 
Back to ‘Heat Map’ 
 

Current Position of Risk 
This risk matrix shows the current 
position of the risk. 

Li
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 x   

    

Impact 

Green zone: review annually 
Blue zone: manage quarterly  
Review Date: 
Annual – end of March 
 

Target Position of Risk 
This risk matrix shows the desired 
position of the risk following the 
completion of mitigations. 

Li
ke

lih
o

o
d

     

    

    

 X   

Impact 

Green zone: review annually 
Blue zone: manage quarterly  
Target Date: 
31/03/20 

  

  Mitigation Mitigation Progress Mitigation Action Owner Mitigation Due Date 

  

The Council already has legally 
compliant, waste recycling processes in 
place that minimise contamination. 

Complete and in place Director of Customer and Commercial 
Services 

Complete and in place 

  

The Council continues to maintain a high 
profile message to residents to avoid 
contamination of recyclable materials 
placed out for collection. 

Ongoing Operational Lead Delivery and 
Commercial Services 

Ongoing 
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History  
of Risk 
Improvement 

13/03/18: RISK IDENTIFIED ●  =  This risk identified by Assistant Director Neighbourhood Services and Community and Leisure Manager. Risk 
prepared for escalation from operational level to Senior Management Team and approved for inclusion on the Strategic Risks Register. 
Q4 2018/19: RISK POSITION UNCHANGED ↔ -  Review indicates that this risk remains the same due to the lowered market value of waste. 

  Risk Owner Director of Customer and Commercial Services Portfolio Climate Emergency and Localism Portfolio 
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Risk 19 

Business Continuity: Flu Pandemic - Loss of people, skills 
and supply chain disruption 
 
Description 
Flu Pandemic is listed with the top three risks and rated ‘Very High’ in the 
Cumbria Community Risk Register. This is because the new virus would be 
an unknown quantity - therefore people will have no immunity and 
effective antivirals may not be available for six months. In addition to this all 
services will be affected by staff absences at a time when demand will 
increase on services.  
 
Planning assumptions for the reasonable worst case scenario: 

 Clinical attack rates of up to 50% of the population in total, spread 
over one or more waves each of around 12 – 15 weeks. Peak clinical 
attack rate Locally, 10% - 12% of population per week 

 Small teams within larger organisations should plan for 30-35% 
absenteeism in addition to usual absenteeism levels on any given 
day. 

Staff will be absent from work if: 

 They are ill with flu. 

 They need to care for dependants who are ill with flu 

 They need to care for children due to school closures 

 They have non-flu medical problems 

 Their employers have advised them to stay away from work 

 This may be unevenly distributed throughout organisations 

 They will require time for dealing with personal bereavements with 
an increase in compassionate leave and stress 

 They fear becoming ill 
 

Current Position of Risk 
This risk matrix shows the current 
position of the risk. 

Li
ke

lih
o

o
d

     

    

  x  

    

Impact 

Green zone: review annually 
Blue zone: manage quarterly  
Review Date: 
Annual – end of March 
 

Target Position of Risk 
This risk matrix shows the desired 
position of the risk following the 
completion of mitigations. 

Li
ke

lih
o

o
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  x  

    

Impact 

Green zone: review annually 
Blue zone: manage quarterly  
Target Date: 
31/03/20 
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Impact: 
Absenteeism levels in small teams within Large Organisations at 30-35%.  
Flu Pandemic would place an unprecedented demand on local authorities, 
Police, Coroner and undertakers. It is likely that schools would be closed 
causing further absences from work. It is highly likely that mutual aid would 
be difficult. All the above issues and many more were highlighted during the 
multi-agency Cumbria Flu Pandemic Exercise on 03/07/2018.  Business 
Continuity was highlighted as key for meeting statutory obligations. A 
number of effective Business Continuity mitigations are in place. 
 
Back to ‘Heat Map’ 
 

  Mitigation Mitigation Progress Mitigation Action Owner Mitigation Due Date 

 

Capture and implement the 
recommendations and mitigations 
identified within the Cumbria Flu 
Pandemic Exercise report. 

Awaiting Cumbria Flu Pandemic 
Exercise report. 
Report now available with 
recommedations. 

Strategy Lead Specialist Implement by 31/03/20 

 

Benchmark with Cabinet Office ‘Flu 
pandemic Checklist for businesses’ and 
include actions within Business 
Continuity Plans where necessary. 

Benchmarking with checklist 
completed. 

Strategy Lead Specialist Necessary actions included in Business 
Continuity Plans – completed. Internal 
Audit result of ‘Substantial Assurance’ 
for Business Continuity. 

  

History  
of Risk 
Improvement 

13/03/18: RISK IDENTIFIED ●  =  This risk identified following Cumbria Flu Pandemic Exercise 3rd July 2018. Escalation agreed to the Strategic 
Risk Register. Risk reviewed on 16/08/18 as below risk appetite with Likelihood Low and Impact Serious. 
27/09/18: Mitigations improved and updated. October 2018: Internal Audit result of ‘Substantial Assurance’ for Business Continuity. 
Q4 2018/19: RISK POSITION UNCHANGED ↔ -  Review indicates that this risk remains at Likelihood Low and Impact Serious. 

  Risk Owner Director of Strategy, Innovation and Resources Portfolio Leader – Promoting South Lakeland 
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Risk 20 

Capacity for Business as Usual during the transition to the 
new organisational model. 
 
Description 
There is a business continuity risk that vacancies are not adequately filled for 
roles that are critical – ie those roles which are essential for the running of 
the organisation and for meeting the health and welfare needs of the public.  
Also there will be an impact on the business while staff are moving through 
transition from the current ways of working to learn new processes, 
behaviours etc. 
 
Impact 
A loss of staff and skills has the potential to impact on the organisation and 
the public – especially the public who may be vulnerable due to their 
dependence on vital services. 
 
Back to ‘Heat Map’ 
 

Current Position of Risk 
This risk matrix shows the current 
position of the risk. 
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  x  

    

    

Impact 

Green zone: review annually 
Blue zone: manage quarterly  
 
 
Review Date: 
Quarterly 

Target Position of Risk 
This risk matrix shows the desired 
position of the risk following the 
completion of mitigations. 
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 X   

    

Impact 

Green zone: review annually 
Blue zone: manage quarterly  
 
Target Date: 
31/03/20 

  

  Mitigation Mitigation Progress Mitigation Action Owner Mitigation Due Date 

  

Transition Planning to mitigate against 
the impact of BAU failing or reducing 
performance while staff are moving to 
new ways of working. 

Change management plan,  
BCM business critical plan 

Director of Strategy, Innovation and 
Resources. 
Performance, Innovation and 
Commissioning Lead Specialist. 

February 2019 

 

Culture Change and learning & Skill 
development planning to mitigate the 
loss of skills and knowledge.   

Learning & Development Plan 
Skills analysis  
Change management Plan 

Director of Strategy, Innovation and 
Resources.  
Performance, Innovation and 
Commissioning Lead Specialist. 

February 2019 

  
History  
of Risk 

02/11/2018: RISK IDENTIFIED ●  =  This risk identified by Partnerships and Organisational Development. Risk prepared for Senior 
Management Team for consideration for inclusion on the Strategic Risks Register for Q3 reporting. 
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Improvement Q3 2018/19: Risk approved by Senior Management Team for inclusion on Strategic Risk Register. 
Q4 2018/19: RISK POSITION UNCHANGED ↔ -  Review indicates that this risk remains at the same level. 
Q1 2019/20: RISK POSITION UNCHANGED ↔ -  Review indicates that this risk remains unchanged. 

  Risk Owner Director of Strategy, Innovation and Resources Portfolio Deputy Leader – Housing and Innovation Portfolio 
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Risk 21 

Accountable Body for large value schemes 
 
Description 
SLDC is acting as ‘Accountable Body’ for large value grant aided schemes. In 
simple terms the Council acts as “the bank” for grant monies - making 
payments to scheme deliverers. Robust governance, project appraisal, 
decision making - and clarity over responsibilities and accountabilities will 
manage and mitigate risks. 
 
Impact 
Lack of adequate governance arrangements for the accountable body role 
could lead to a reduction, suspension or withholding of grant; or require the 
repayment of the whole or part of the grant. The current capital programme 
contains approximately £5.3M of such schemes with a possible £1.8M of 
further schemes proposed. 
 
Back to ‘Heat Map’ 
 

Current Position of Risk 
This risk matrix shows the current 
position of the risk. 

Li
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  x  

    

    

Impact 

Green zone: review annually 
Blue zone: manage quarterly  
 
 
Review Date: 
Quarterly 

Target Position of Risk 
This risk matrix shows the desired 
position of the risk following the 
completion of mitigations. 
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 x   

    

Impact 

Green zone: review annually 
Blue zone: manage quarterly  
 
Target Date: 
Prior to project spend 

  

  Mitigation Mitigation Progress Mitigation Action Owner Mitigation Due Date 

  

Robust arrangements for governance, 
decision making and clarity on 
responsibilities and accountabilities in 
accordance with SLDC Project 
Management Toolkit 

ERDF: Cabinet has approved 
SLDC involvement and Council 
has approved the capital 
programme. 

Operational Lead Specialist Services Before commencement of project spend 

  

Partnership Agreement between 
partners and the Council as Accountable 
Body, setting out the respective roles, 
duties and responsibilities. It will include 
how the costs of fulfilling the role and 

ERDF: drafted 
Others: tbc 

Operational Lead Specialist Services Before commencement of project spend 
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how the Council will be indemnified in 
respect of legal claims, losses; reliance 
on external advisors. 

 

Ensure a monitoring process to identify 
possible weaknesses or risks in the 
operation of projects and provide for 
corrective action to be taken. Each 
material scheme to be included in 
Operational Risk Registers and 
monitored accordingly. 

 Operational Lead Specialist Services During project and until full recovery of 
costs from grant body - and external 
audit where required. 

 

Use of internal audit to ensure evidence 
in accordance with document retention 
requirements and ensure that local grant 
recipients retain original evidence. 

To be included in consideration 
of risk based audit 

Finance Lead Specialist Annually for April Audit Committee 

  

History  
of Risk 
Improvement 

28/11/2018: RISK IDENTIFIED ●  =  This risk identified by Finance and prepared for Senior Management Team for consideration for inclusion 
on the Strategic Risks Register for Q3 reporting. 
Q3 2018/19: Risk approved by Senior Management Team for inclusion on Strategic Risk Register. 
Q4 2018/19: RISK POSITION UNCHANGED ↔ -  Review indicates that the current risk position remains the same. 
Q1 2019/20: RISK POSITION UNCHANGED ↔ -  Review indicates that the current risk position remains unchanged. 

  Risk Owner Director of Strategy, Innovation and Resources Portfolio Finance and Resources Portfolio 
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South Lakeland District Council 

Audit Committee 

Thursday, 25 July 2019 

Internal Audit Recommendations Monitoring Report 

 

Portfolio:   Cllr Giles Archibald - Leader of the Council 

Report from:  Helen Smith - Finance Lead Specialist and Section 151 Officer 

Report Author: John Davies - Case Management Officer 

Wards:  (All Wards); 

Forward Plan: Not applicable 

 

1.0 Expected Outcome 

1.1 This report provides an update of the progress with implementing the Internal Audit 
Report Recommendations. 

2.0 Recommendation 

2.1 It is recommended that Audit Committee:- 

(1) note the progress made with implementing the Internal Audit Report 
recommendations at Appendix 1 

 (2) note a report on Cyber Security at Appendix 2 

(3) note a report on Assurance review of Information Governance at 
Appendix 3 

3.0 Background and Proposals 

3.1 Recommendations are made by Internal Audit to improve governance arrangements. 
This report provides an update on the progress made with these recommendations. 
Recommendations should be implemented by their agreed due dates. Internal Audit 
also provides separate and independent comment on the implementation of 
recommendations as part of regular or one off audits. 

3.2 Audit Committee, at their previous meeting, requested a further report on Cyber 
Security to be brought to the next meeting on July 2019. This can be seen at 
Appendix 2.  

3.3 Audit Committee also requested an update regarding progress with the Review of 
Information Governance and this can be seen at Appendix 3. 

4.0 Consultation 

4.1 Officers responsible for implementing the recommendations provide the report author 
with updates. Updates can be seen in Appendix 1 of this report. 

5.0 Alternative Options 

5.1 None 
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6.0 Links to Council Priorities 

6.1 Improving governance supports the achievement of Council Plan priorities. 

7.0 Implications 

Financial, Resources and Procurement 

7.1 No additional financial or resources implications. 

Human Resources 

7.2 No additional human resources implications 

Legal 

7.3 Monitoring and reporting provides assurance that the governance arrangements are 
effectively managed and reported. 

Health, Social, Economic and Environmental 

7.4 A Health, Social, Economic and Environmental Impact Assessment is not required as 
there are no implications associated with reporting progress with audit 
recommendations. 

Equality and Diversity 

7.7 A Equality Impact Analysis is not required as there are no implications associated 
with reporting progress with audit recommendations. 

Risk 

Risk Consequence Controls required 

That audit recommendations are 
not implemented in a timely 
manner. 

Poor practice, weak 
internal controls, poor 
Value for Money. 

Monitoring and reporting 
of progress with internal 
audit recommendations. 

Contact Officers 

Helen Smith, Lead Specialist Finance and Section 151 Officer, 01539 733333  
h.smith@southlakeland.gov.uk  

Appendices Attached to this Report 

(delete if no appendices attached) 

Appendix No. Name of Appendix 

1 Internal Audit Recommendations Progress Updates 

2 Cyber Security Update 

3 Assurance review of Information Governance 

Background Documents Available 

Internal Audit Reports can be seen at the Audit Committee Meetings page on the Councils 
website. 

Tracking Information 

Signed off by Date sent 

Legal Services 24/06/19 

Section 151 Officer 24/06/19 

Monitoring Officer 24/06/19 

SMT 04/07/19 
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Circulated to Date sent 

Assistant Director 24/06/19 

Human Resources Manager 24/06/19 

Communications Team 24/06/19 

Leader  

Committee Chairman  

Portfolio Holder  

Ward Councillor(s)  

Committee 25/07/19 

Executive (Cabinet) N/A 

Council N/A 
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Internal Audit Recommendations Progress Updates             Appendix 1 

 

Assurance Review of Information Governance March 2019 
 
Recommendations are listed in order of priority  
 
Rec.  Risk Area  Finding  Recommendation  Priority  Management  

Comments  
Implementation  
Timetable  
(dd/mm/yy)  

Responsible  
Officer  
(Job Title)  

1  Directed  The GDPR compliance project 
was subsumed as a workstream 
within the Council’s wider 
Customer Connect programme. A 
project plan was prepared and 
implemented. The issues raised in 
this report indicate further work is 
required, in particular regarding 
updates to the Record of 
Processing Activity (RoPA), data 
sharing arrangements and 
drafting of procedural guidance in 
order to comply with the new data 
protection Accountability principle.  

The action plan be updated to 
include timescales, resources 
and ownership of tasks already 
identified together with any 
additional tasks identified in this 
report; this will provide an 
understanding of the resources 
required and timescales 
involved in order to complete 
work on the GDPR compliance 
framework.  

2  Agreed – Action Plan to be 
updated in line with the wider 
Customer Connect 
Programme – notably RoPA, 
data sharing arrangements 
and procedural guidance as 
commented throughout this 
Action Plan.  

03/05/19  
 
Progress update: 
Customer Connect 
Programme action 
plan updated to 
include timescales, 
resources and 
ownership of tasks 
- COMPLETE 
Date: 14/06/19 

Data Protection 
Officer (with advice 
from Projects & 
Innovation Officer)  

4  Compliance  The Council shares data with 
other organisations for a variety of 
legitimate reasons. The RoPA 
identifies 172 separate instances 
where data is shared with other 
generic organisations. The data 
sharing register, however, lists 
only 18 specific organisations with 
whom sharing agreements are 
held.  
The RoPA identifies 13 
organisations which act as Joint 
Processors of information with 
SLDC (column AJ), however there 
was no documentation available 

The RoPA be updated (column 
AM) to record:  

ons 
with whom personal data is 
shared, ensuring the data 
sharing register is then updated 
to these organisations identified 
and used to track the receipt of 
data sharing agreements 
and/or GDPR compliance 
statements.  

data with processors/joint 
processors.  

2  Agreed – RoPA to be 
updated to include links to 
specific Data Sharing 
Agreements and GDPR 
compliance statements. 
RoPA to be updated to 
include arrangements for 
data sharing with processors 
and/or joint processors. 
RoPA updated to include 
security arrangements for 
data at rest. Update Data 
Sharing register to identify 
security arrangements for 
data in transit.  

28/06/19  
27/09/19 
 
Progress update: 
Implementation 
date amended to 
reflect work to 
review 720 entries. 
Work continuing on 
the update of the 
RoPA to record: 

the specific 
organisations with 
whom personal 
data is shared,  

Data Protection 
Officer  
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during the audit regarding the joint 
processing arrangements with 
these organisations and it is 
questionable whether they are all 
joint processors or simply 
undertake processing activity for 
the Council. Neither the RoPA nor 
the data sharing log identify the 
means by which data is 
shared/transferred, nor the 
security arrangements which 
apply.  

with the data sharing register(s) 
being used to identify the 
security arrangements for data 
in transit.  
 

the arrangements 
for sharing data 
with processors 
/joint processors.  

the security of data 
at rest/ transit. 
Date: 14/06/19 
 

5  Compliance  The Council has a data retention 
policy and schedule, however the 
means by which document 
retention timescales are applied 
to digital and non-digital records is 
not documented.  

The means by which the 
Council's data retention policy 
and procedures are to be 
applied to both digital and 
documentary records be 
recorded in local procedure 
notes held and 
implemented/evidenced by the 
responsible data owners, with 
the specific arrangements for 
disposal summarised in the 
RoPA (column BL) and 
periodically monitored by the 
DPO.  

2  Agreed – Records Retention 
Policy to include local 
procedure notes to evidence 
specific arrangements for 
disposal summarised with 
RoPA.  

28/06/19  
27/09/19 
 
Progress update: 
Implementation 
Date amended to 
reflect work to 
review 218 entries 
in RoPA.  
Corporate Records 
Retention Policy 
and Schedule in 
place in 
accordance with 
Council’s overall 
Information 
Governance 
Framework. The 
specific Records 
Retention local 
procedures to 
which SLDC 
services work to 
are identified in the 
Schedule.  The 
RoPA will be 
amended to reflect 
these local 
arrangements. 
Date: 14/06/19 

 

Data Protection 
Officer (working 
with Information 
Asset Owners 
identified in IAR)  
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2  Directed  GDPR awareness is included as 
part of the induction process for 
new staff and a mandatory e-
Learning course available from 
the Council's Sharepoint site must 
be completed by all staff. Given 
the significant business 
transformation currently being 
undertaken by the Council, GDPR 
refresher training should be 
undertaken and tailored to the 
requirements of new staff roles 
once the restructure has taken 
effect.  

On completion of the Customer 
Connect programme and once 
the restructure has taken effect, 
GDPR refresher training be 
undertaken and tailored to the 
requirements of new staff roles.  

3  Agreed - current e-learning 
package to be reviewed in 
light of new staff roles - 
notably Customer Contact 
and Case Management 
roles. Consult and seek 
recommendations from 
Corporate Learning & 
Development Team. 
Resources to be made 
available.  

20/12/19  
 
Progress update: 
Review to be 
scoped out with 
Corporate Learning 
& Development 
Team. The 
introduction of job 
families as part of 
Customer Connect 
arrangements to be 
the specific focus of 
tailored 
requirements – 
notably the role of 
Specialists and 
Case Management 
Officers.  
Date: 14/06/19 
 

Data Protection 
Officer (working 
closely with 
Corporate L&D 
Team)  

3  Compliance  The Council maintains an 
information asset register (IAR) 
and from this a detailed data map 
was compiled based on a Local 
Government Association (LGA) 
Records of Processing Activities 
(RoPA) template/toolkit.  

A procedure for periodic review 
of the RoPA is required, which 
should include an updated 
information data audit 
completed by Information Asset 
Owners identified in the IAR.  

3  Agreed - IAR Framework 
and protocol to be developed 
with identified Information 
Asset Owners listed in 
current IAR.  

27/09/19  
 
Progress update:  
Information Asset 
Register 
Framework 
Protocol in early 
design and draft 
stages. 
Date: 14/06/19 
 

Data Protection 
Officer (working 
with Information 
Asset Owners 
identified in IAR)  

6  Compliance  Discussion with the ICT Manager 
and the Data Protection Officer 
revealed that although the 
Council’s main information 
systems, Capita Revenues and 
Benefits and iTrent, had been 
updated to include new GDPR 
compliance modules, it was not 
certain that this was true of all 
systems/records containing 
personal information.  

The RoPA (column BA) be 
updated, where necessary, to 
identify the specific 
systems/locations where 
personal data is held and this 
list then be used to check that 
all systems are GDPR 
compliant, in conjunction with 
system owners within the 
Council and the ICT Team. An 
assessment be undertaken of 

3  Agreed – working with 
Shared Infrastructure 
Manager in ICT update 
RoPA accordingly to identify 
GDPR compliant systems. 
Working with Shared 
Infrastructure Manager 
assess any outstanding ICT 
compliance work regarding 
information systems. Include 
any actions as part of overall 

28/06/19  
27/09/19 
 
Progress update: 
Implementation 
Date amended to 
reflect work to 
review 134 entries 
in RoPA. Initial 
assessment to 
identify GDPR 

Data Protection 
Officer (working 
with Shared 
Infrastructure 
Manager and 
Information System 
Owners)  
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any outstanding ICT 
compliance work regarding the 
Council’s information systems 
and records, and any tasks 
identified be added to the 
project plan with the timescales 
and resources required to 
complete residual tasks.  

project plan (see Rec 1) to 
include timescales and 
resource requirement.  

compliant systems 
is being scoped out 
in line with 
recommendation 1. 
Date: 14/06/19 
 

7  Compliance  GDPR places greater emphasis 
on a requirement for data 
controllers to document policies 
and procedures and to be able to 
demonstrate how these are 
applied in practice. Key policies 
were reviewed during the audit 
and amendments and updates 
suggested to the DPO, in 
particular that:  

updated to include details relating 
to data subject access rights, the 
lawful bases upon which data will 
be collected, data protection by 
default and design and the role of 
the DPO in a Public Authority.  

incident management policy and 
the data breach policy interact 
should be described in those 
policies.  
 

The suggestions made to the 
DPO regarding updates to 
policies and procedures be 
reviewed and in particular the 
updates to the data protection 
and data breach policies be 
enacted.  

3  Agreed – Data Protection 
Policy to be updated. Include 
links to ICT Incident 
Management Policy and 
arrangements as part of data 
breach reporting protocol 
and procedures.  

03/05/19  
 
Progress update: 
Complete – Data 
Protection Policy 
and data breach 
reporting protocol 
updated. 
Date: 14/06/19 
 

Data Protection 
Officer  

8  Compliance  There is a Sharepoint site 
containing a comprehensive set of 
GDPR related policies procedures 
and on-line training materials. A 
number of suggestions were 
made regarding routine 
maintenance and consolidation of 
the SharePoint site the most 
significant of which was to review 
multiple copies of a Data 
Protection Impact Assessment 

The suggestions made to the 
DPO regarding routine 
maintenance and consolidation 
of the GDPR SharePoint site 
be reviewed, and in particular 
multiple copies of a DPIA 
template be rationalised to 
ensure that the latest version of 
the template is used 
consistently across the Council.  

3  Agreed – ‘tidy up’ Data 
Protection SharePoint to 
ensure constituency of 
documentation.  

03/05/19  
27/09/19 
 
Progress update: 
Implementation 
Date amended to 
reflect work to 
review Data 
Protection 
SharePoint site – 
notably to ensure 

Data Protection 
Officer  
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(DPIA) template located in 
different folders on the site.  

the latest DPIA is 
used consistently. 
Date: 14/06/09 
 

9  Compliance  The Council must inform people 
what will happen to any data it 
collects about them. This is 
usually done through privacy 
notices and the Council has 
published a set of privacy notices 
on its website and Sharepoint 
site/intranet. These were 
reviewed for compliance with the 
Regulation during the audit and a 
number of minor updates notified 
to the DPO for review.  

The suggestions made to the 
DPO regarding updates to 
Privacy notices be reviewed 
and in particular:  

published on the Council's web 
site be updated to make 
reference to the Council's data 
retention policy and 
procedures.  

be updated to include all data 
subject access rights.  
 

3  Agreed – Corporate Privacy 
Notice to be amended to 
make reference to Council’s 
Records Retention 
procedures. Staff Privacy 
Notice to be updates to 
include subject access 
rights.  

28/06/19  
 
Progress update: 
Corporate Privacy 
Notice amendment 
in draft – to be in 
place by 28/06/19. 
Staff Privacy Notice 
update in draft – to 
be in place by 
28/06/19. 
Date: 14/06/19 
 

Data Protection 
Officer  

10  Compliance  The Council has determined the 
lawful bases upon which it 
collects and processes personal 
information and recorded this in 
the RoPA. The RoPA identifies 3 
instances where Legitimate 
Interest is the lawful basis for data 
collection. GDPR requires that 
legitimate interest be established 
by the application of three ‘tests’, 
however, a link to the location of 
the Legitimate interests tests has 
not been entered in the RoPA.  

A link to the location of the 
Assessment of Legitimate 
interests be entered in the 
RoPA at Column AV.  

3  Agreed – Legitimate Interest 
assessment documents to 
be added to Information 
Governance Framework and 
Data Protection SharePoint. 
RoPA to be updated with 
relevant links.  

28/06/19  
27/09/19 
 
Progress update: 
Implementation 
Date amended to 
reflect work to 
review 218 entries 
in the RoPA.  
Legitimate interest 
protocol in draft. 
Legitimate Interest 
protocol in draft and 
to form part of 
overall Data 
Protection Policy 
protocol and 
guidance 
framework. 
Legitimate interest 
protocol to be 
established based 
on the application 

Data Protection 
Officer  
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of the of three tests 
– purpose, 
necessity and 
balance. Legitimate 
interests tests link 
to protocol to be 
entered in the 
RoPA. 
Date: 14/06/09 
 

11  Compliance  In some circumstances people will 
need to give specific consent for 
their data to be processed. SLDC 
has established a framework with 
regard to obtaining consent. 
There is a Consent protocol and 
form and the Council has 
designed its processes to ensure 
that the need to obtain consent is 
kept to a minimum. The RoPA 
identifies 8 instances where 
consent must be obtained from 
customers/staff in order for the 
Council to collect and process 
their personal data. However, a 
record of Consent is not 
maintained and the arrangements 
for withdrawing consent are not 
clearly notified to data subjects.  

A record of consent be 
maintained by the DPO and 
periodically reviewed and 
confirmed that consent is still 
given by the data subject, with 
a link to the location of the 
record of consent entered in 
the RoPA at Column AZ. Data 
subjects be clearly notified of 
the arrangements for 
withdrawal of consent.  

3  Agreed – Record (log) of 
Consent Protocol to be 
developed and added to 
Data Protection SharePoint – 
reference to document within 
overall Data Protection 
Policy. Record of Consent to 
include details of Consent 
‘Owners’ with reference in 
IAR and RoPA. Consent 
procedures to clearly detail 
arrangements for withdrawal 
of consent.  

28/06/19  
27/09/19 
 
Progress update: 
Implementation 
Date amended to 
reflect work to 
review 8 entries in 
RoPA.  Consent 
record log in draft. 
Consent protocol 
and form is in place 
and forms part of 
overall Information 
Governance 
Framework. This is 
designed to ensure 
that the need to 
obtain consent is 
kept to a minimum. 
The RoPA identifies 
8 instances where 
consent must be 
obtained from 
customers/staff in 
order for the 
Council to collect 
and process their 
personal data – this 
includes customer 
satisfaction surveys 
and Occupational 
Health. A record of 

Data Protection 
Officer  
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Consent Log to  
maintain the 
arrangements for 
withdrawing 
consent is in draft. 
Date: 14/06/19 

 

12  Compliance  The GDPR makes privacy by 
design a legal requirement and 
requires organisations to 
undertake a Privacy Impact 
Assessment (PIA) when changes 
are made to systems which may 
impact upon the security, 
collection and/or processing of 
data. The Council has 
documented a Data Protection 
Impact Assessment procedure 
and has conducted impact 
assessments relating to two 
recent projects. However the PIA 
arrangements will need 
incorporating into other 
processes, for example for 
procurement and project 
management in order to establish 
an overall assessment framework. 
The introduction of the new digital 
platform will require Data 
Protection Impact Assessments to 
be undertaken for the majority (if 
not all) of systems holding 
personal data, this issue should 
be included in business 
transformation plans.  

An overarching Data Protection 
Impact Assessment framework 
be established, with the 
production of DPIAs and 
resources required for this 
being included in business 
transformation plans.  

3  Agreed – Data (Privacy) 
Protection Impact 
Assessment template is 
being used and completed in 
line with Service Redesign 
Programme. DPIA 
Framework to be established 
with specific references and 
links through RoPA and Data 
Protection SharePoint.  

27/12/19  
 
Progress update: 
Data Protection 
Impact Assessment 
Protocol in draft – 
framework to be 
established as part 
of overall 
assessment of 
performance 
management 
framework 
programme. 
Date: 14/06/19 

 

Data Protection 
Officer  
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ICT Review of Cyber Security 2019 
 
Recommendations are listed in order of priority  
 
Rec.  Risk Area  Finding  Recommendation  Priority  Management  

Comments  
Implementation  
Timetable  
(dd/mm/yy)  

Responsible  
Officer  
(Job Title)  

1  Directed  Information security policy is an 
essential aspect of the Council's 
governance framework, 
however, there is no clear 
linkage between corporate 
policy developed by the 
information governance function 
and ICT operational procedures. 
Additional policies and guidance 
are needed to strengthen the 
framework.  

ISO 27002, the international 
standard for information 
security policies, be used as a 
checklist to ensure the 
completeness of operational 
policy/procedures.* The policy 
framework be strengthened by:  

cing additional ICT 
operational policies/procedures 
to cover firewall configuration 
and maintenance, network 
privileged access, network 
monitoring, incident 
management, and anti-virus 
configuration and management;  

changes in corporate ICT policy 
to all ICT staff and establishing 
direct linkage corporate policy 
and ICT operational 
procedures; and  

between policy and procedures 
is treated during Customer 
Connect service design reviews 
where appropriate.*  
 

2  It is good that what’s happing 
on the ground has been 
received positively as part of 
the Audit.  
It is Agreed that our 
documented IT procedures 
need to be updated as a 
record of how our working 
practices support and 
underpin the information 
governance framework.  
Agreed that the Acceptable 
Usage Agreement be 
updated and shared with all 
staff outlining change in ICT 
policy.  
Information Security is a key 
part of the service redesign 
process, in particular privacy 
impact assessments.  

30/09/19  
30/09/19  
We have a 
member of staff 
focused on this 
area of work at 
the moment, the 
documentation is 
developing and 
will be completed 
in line with the 
target dates 
agreed.  More 
information can 
be found in the 
Cyber Security 
briefing note 
included in this 
Audit report. 
 

IT Services 
Manager  
Information 
Governance Officer  

2  Directed  The responsibilities of end users 
of the Council's IT systems are 
set out in an end user 
Acceptable Use Policy and 
related Information Security 
policies, however, these policies 
contain little information 
regarding cyber security and 

The Acceptable Use Policy be 
updated to include treatment of 
issues and risks such as 
phishing scams, malicious 
links, malign websites, malware 
and other cyber threats. *  

2  Agreed for the acceptable 
use policy to be updated 
covering the areas 
mentioned. This will be done 
before communicating to all 
staff in the recommendation 
above.  

31/03/19  
 
Progress update: 
COMPLETED 
Date: 14/06/19 

 

IT Services 
Manager  
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should be updated to include 
advice on such issues as use of 
social media, phishing scams 
and other cyber threats.  

3  Directed  The Council does not have a 
program of end user refresher 
and awareness training 
regarding information / cyber 
security.  

The e-learning system 
introduced to deliver GDPR 
training also be used to deliver 
periodic mandatory information 
security awareness / refresher 
training both to staff and 
Council members and followed 
up by email phishing tests. *  

2  Agreed for a training package 
to be developed and used as 
part of a regular cycle of 
training for staff.  

31/12/19  
 
Progress update:  
GDPR E-Learning 
in place, working 
with Learning & 
Development t 
develop and 
deliver 
information 
security 
awareness/ 
refresher training 
Date: 14/06/19 
 

Information 
Governance 
Manager  

4  Directed  A cyber risk assessment (virus 
intrusion, ransomware, hacking, 
phishing and social engineering, 
data interception, SQL injection 
etc.) has not been undertaken. 
Organisations are also often 
exposed to cyber-crime risks not 
just because of failures in 
technology but because of 
problems with people, 
processes and behaviour. A 
cyber risk assessment therefore 
needs to be at a corporate level 
rather than solely delegated to 
the IT department.  

A risk analysis be undertaken 
of the impact potential cyber 
threats may have on the 
Authority which should evaluate 
both technical and behavioural 
risk, cover those aspects of ICT 
delivery contained in the 
NCSC/CESG 10 steps to Cyber 
Security and include on-going 
consideration of security alerts 
issued by recognised cyber 
security authorities. *  

2  Agreed for the risks of Cyber 
threats to be reviewed at a 
corporate level using the 
NCSC 10 steps as a guide.  
This should be linked into the 
business continuity and 
disaster recovery plans.  

31/12/19  
 
Progress update: 
In progress 
Date: 14/06/19 
 

Information 
Governance 
Manager  

7  Compliance  Some types of ICT incident 
response will require co-
ordination between a number of 
officers, A co-ordinated and 
planned response will be 
essential in such circumstances. 
This incident response plan 

A cyber security incident 
response plan be produced 
identifying the various types of 
action required to address 
known threats detailed in the 
cyber risk analysis, referenced 
to detailed procedures dealing 

2  Agreed that a security 
incident management policy 
and a corresponding 
response plan are required.  

30/09/19  
 
Progress update: 
Date: 
 
Internal 
Workshops to 

IT Services 
Manager  
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should be supported by detailed 
forensic readiness procedures in 
order to preserve evidence.  

with the different actions 
required to the diverse types of 
security threat to which the 
Council may be subject.*  

The arrangements for 
investigation of cyber incidents 
be supported by detailed 
forensic readiness procedures 
in order to preserve evidence to 
assist with the investigation and 
resolution of incidents and 
lessons learnt recorded.*  

help progress this 
have been 
organised and we 
are attending a 
Local Resilience 
Cyber Workshop 
in August which 
will also help 
 
Finalisation of the 
plan may well be 
delayed 
depending on the 
outcome of the 
workshops 
scheduled, 
however by the 
end of September 
the plan should 
be well advanced. 
 

8  Compliance  The cyber security incident 
plans and procedures should be 
periodically tested, for example 
by plan rehearsals and/or 
desktop scenarios.  

Once in place, the cyber 
security incident plans and 
procedures be periodically 
tested, for example during 
testing/rehearsal of the 
corporate business continuity 
arrangements.*  

The Audit Committee be made 
aware of the contents and 
requirements of the policy, 
procedures and response 
plans.*  

2  The Management Policy and 
response plan will be shared 
with Audit Committee when 
completed.  

31/12/19  
 
Progress update: 
Date: 
 
The workshops 
described above 
will help formulate 
a test strategy.  
We are currently 
focused on the 
item above which 
is required to 
inform at test 
plan. 
It is expected a 
test plan will be 
completed by the 
date agreed. 
 

IT Services 
Manager  
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5  Compliance  A firewall is in place at the South 
Lakeland House site. The 
firewall facilitates web-filtering 
and includes intrusion 
prevention and detection 
functionality, the use of which it 
is recommended the Council 
explores further.  

The utilisation of the intrusion 
detection and prevention 
functionality provided by the 
firewall software be explored, 
the rationale for which will be 
an outcome of the cyber risk 
analysis referred to at 
Recommendation 4 and the 
implementation of which will 
inform the incident response 
plan referred to at 
Recommendation 7. *  

3  We are currently making use 
of the functionality of the 
firewalls – this is one of the 
main reasons for having 
them. We will work with 
internal audit to ensure we 
maximise functionality.  

30/09/19  
 
Progress update: 
Date: 
 
Completed 
21-06-2019 

IT Services 
Manager  

6  Compliance  It was noted that firewall 
management arrangements are 
not detailed in a documented 
policy which should record the 
Council’s standards regarding 
ownership/responsibilities, 
configuration, maintenance and 
rule change management, on-
going fitness for purpose and 
business continuity 
arrangements for all firewalls.  

Changes to firewall rules be 
recorded in the helpdesk or in a 
management spreadsheet and 
approved.  

3  Agreed that changes to 
firewall configuration be 
recorded and approved prior 
to being implemented.  

21/01/19  
 
Progress update: 
Date: 
 
Completed 
 
Spreadsheet 
published on 
Sharepoint to 
record / review / 
approve firewall 
changes 

IT Services 
Manager  

 

Follow up review - Recommendations Outstanding 

No.  Audit Title  Recommendation  Priority  Management 
Response  

Responsible  
Officers  

Due  
Date  

Revised 
Due Date  

Status  Last Update  Latest Response  

1.  Bereavement 
Services  

Management should 
assure themselves that 
efficiencies relating to 
future service planning 
opportunities have been 
fully explored and 
actions identified and 
progressed as 
appropriate.  

2  Fees and charges for 
this service area are 
reviewed annually. 
Emerging best 
practice and service 
enhancements are 
considered including 
alternative burial 
options in light of 
customer need and 

Community and 
Leisure Manager/ 
Principal 
Community Spaces 
Officer / 
Bereavement 
Services Officer  
Assistant Director – 
Neighbourhood 
Services  

31/12/2016  31/05/2019  Completed  26/6/2019  Progress update 25 
June 2019 
 
Draft strategy went 
to Overview and 
Scrutiny in April 
2019 and to Cabinet 
on 26 June 2019 
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No.  Audit Title  Recommendation  Priority  Management 
Response  

Responsible  
Officers  

Due  
Date  

Revised 
Due Date  

Status  Last Update  Latest Response  

appropriate 
legislation at the time. 
These will additionally 
be considered in the 
drafting of the Parks 
and Open Spaces 
Strategy.  

2.  Bereavement 
Services  

Management should 
ensure that adequate 
arrangements are in 
place to review and 
assess the Services 
future planning 
arrangements. This 
could include ensuring 
provision can be 
maintained, identifying 
ways of improving the 
service and possible 
cost reductions for the 
Council.  

1  This will form part of 
the Parks and Open 
Spaces Strategy that 
is to be produced by 
a consultant.  

Principal 
Community Spaces 
Officer  
Assistant Director – 
Neighbourhood 
Services  

31/12/2016  31/05/2019  Completed  26/6/2019  The Parks and Open 
Spaces Strategy 
was considered and 
adopted by Cabinet 
on the 26th June 
2019.     

3.  Insurance  A periodic reconciliation 
be performed between 
the system operated by 
Fleet and the claims 
system maintained by 
the Insurance Team to 
help ensure that all 
motor insurance work is 
properly claimed.  

2  We will work with 
Fleet to carry out 
reconciliations and 
will monitor the 
effectiveness of 
these.  

Financial Services 
Officer  

30/01/2018  31/03/2019  Outstanding  13/03/2019  The Financial 
Services Manager 
previously stated 
that reconciliations 
were anticipated to 
begin by the end of 
the calendar year. 
During the current 
review, the Financial 
Services Manager 
stated that 
implementation was 
in progress.  
 
Progress update 25 
June 2019 
 
Draft strategy went 
to Overview and 
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No.  Audit Title  Recommendation  Priority  Management 
Response  

Responsible  
Officers  

Due  
Date  

Revised 
Due Date  

Status  Last Update  Latest Response  

Scrutiny in April 
2019 and to Cabinet 
on 26 June 2019  

4.  Licensing – 
Premises & 
Clubs  

The Statement of 
Licensing Policy be 
amended to reflect the 
current application 
routes.  

2  The policy is set by 
statutory guidance 
from the home office, 
underpinning this 
there is an EU 
service provision 
directive requiring on 
line applications and 
payments. The 
current IT suppliers 
do not provide this 
capability and we 
have already 
recognised this as a 
significant weakness 
in the current system 
and is one of the 
main IT requirements 
in the new IT solution. 
This is a key finding 
of the gap analysis. 
Due to the work 
involved and the cost 
we propose action is 
deferred until the new 
IT product is 
delivered.  

Public Protection 
Manager  
Principal Food, 
Licensing and 
Safety Officer  

31/12/2018  31/12/2019  Outstanding  21/02/2019  The new system is 
yet to be developed 
in line with the 
Customer Connect 
programme.  
The authority is in a 
process of change 
and is implementing 
a digital platform. 
Once this has been 
implemented the 
policy will be 
updated accordingly. 
This was 
reconfirmed with the 
Principal 
Environmental 
Protection Officer.  
 
Progress update: 
Date: 
  

5.  Lake Services 
– Moorings 
and 
Encroachment
s  

Proper procedures be 
developed that evidence 
ownership of key areas 
of the service provision.  

2  An overall procedure 
that details 
responsibilities for the 
complete process of 
lake encroachment 
documentation and 

Anthea Lowe, 
Solicitor to the 
Council.  
Helen Smith, 
Financial Services 
Manager.  

31/10/2018  January 
2020  

Outstanding  25/02/2019  The Solicitor to the 
Council stated that a 
meeting has taken 
place between 
officers of the 
Council and Lambert 
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No.  Audit Title  Recommendation  Priority  Management 
Response  

Responsible  
Officers  

Due  
Date  

Revised 
Due Date  

Status  Last Update  Latest Response  

ownership is in 
development. Debt 
collection is via the 
Council’s agreed 
procedures and 
policies. Debt rose 
sharply during 
2011/12 when 
changes to the 
method of calculation 
were made and this 
led to an over 
capacity of work for 
the Legal and 
Finance teams. The 
current debt recovery 
position is very 
encouraging and the 
position more secure 
following a large 
amount of work by 
the Legal Team. 
Challenges are most 
commonly seen 
during works to 
develop sites and as 
a result of ownership 
changes. These 
relate to updated and 
revised plans and 
dimensions.  

Sion Thomas Asset 
and Property  
Jim Maguire  
Community and 
Leisure Manager  

Smith Hampton to 
discuss roles and 
responsibilities and 
a brief summary 
document is 
currently being 
worked on. It is felt 
however that, with 
the work currently 
being undertaken as 
part of Customer 
Connect, there 
would be benefit in 
inviting the Process 
Design team to 
consider this as part 
of their wider 
process redesign 
role so as to ensure 
an effective, slick 
process is 
implemented that 
properly reflects the 
structures in place 
following CC.  
 
Progress update 
April 2019: 
Service Re-design 
team are running the 
sprint in June/ July 
2019. Expected that 
the sprint will be 
completed by 12th 
July and new way of 
working for 
encroachments will 
then be adopted.   

6.  Lake Services 
– Moorings 
and 

Invoiced amounts for 
encroachments be 
properly determined 

2  The current Asset 
Database used by the 
Council and LSH is in 

Sion Thomas Asset 
and Property 
Manager with 

31/12/2018  30/04/2019  Outstanding  25/02/2019  The Asset and 
Property Manager 
stated that once 
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No.  Audit Title  Recommendation  Priority  Management 
Response  

Responsible  
Officers  

Due  
Date  

Revised 
Due Date  

Status  Last Update  Latest Response  

Encroachment
s  

using accurate 
encroachment 
dimensions. 
Agreements be updated 
accordingly and invoices 
raised at correct rates, 
be they residential or 
commercial. This proper 
determination of 
invoiced amounts be 
effected more 
economically via a 
phased approach, on a 
case by case basis, 
rather than a full lake 
survey.  

the process of being 
updated. It is 
anticipated that this 
work will be 
completed by 31st 
December 2018. 
Budgets are in place 
to complete this work.  
Also note that 
updated plans and 
dimensions are 
established whenever 
works to sites are 
approved and on 
completion, when the 
legal ownership 
transfers between 
parties and during the 
resolution of any 
dispute process. This 
has been the case 
since the registration 
of the title occurred in 
2006.  

Lambert Smith 
Hampton.  

Technology Forge 
Cloud is installed, 
expected completion 
of which is 
30/04/2019, all data 
will be held centrally, 
eliminating the risk 
of mismatching or 
incorrect data being 
used for 
encroachment fees. 
Also, LSH are 
working with the IT 
department to obtain 
necessary land 
registry electronic 
files so that 
information can be 
downloaded to the 
GIS mapping 
system, thereby 
allowing all parties 
to use the same 
land ownership line. 
As and when the 
encroachment 
agreement is 
renewed or where a 
jetty or 
encroachment is 
constructed, a full 
site measure is 
undertaken and will 
then will be input to 
TF Cloud.  
 
Progress update 
April 2019: 
 
Quotation received 
for the upgrade to 
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No.  Audit Title  Recommendation  Priority  Management 
Response  

Responsible  
Officers  

Due  
Date  

Revised 
Due Date  

Status  Last Update  Latest Response  

Technology Forge. 
Finance, 
procurement and 
Director have signed 
the approval to 
proceed. Data 
Protection (Privacy) 
Impact Assessment 
and Data Protection 
Agreements have 
been completed. 
Contract completion 
request issued to 
Legal10.05.19.  
 

7.  Awarding of 
Grants  

An overarching policy on 
the provision of financial 
aid be approved which 
addresses any potential 
provision of State Aid.  

2  Following completion 
of the review 
recommended at 
point 10 above, an 
overarching policy 
can be prepared 
which will set out the 
broad principles to be 
taken into account 
when entering into 
grant arrangements 
with an economic 
activity. This will be 
completed within 3 
months of completion 
of recommendation 
10.  

Solicitor to the 
Council  

31/03/2019  30/06/2019  Outstanding  25/02/2019  The Solicitor to the 
Council stated that 
work will commence 
on this shortly, 
however, due to the 
imminent departure 
of the Solicitor to the 
Council, there is 
potential for this 
deadline to pass and 
this will be handed 
over as a priority for 
the new post-holder. 
 
Progress update: 
Date: 
 
 

8.  Awarding of 
Grants  

Training be delivered to 
relevant Officers such 
that State Aid rules and 
related risks be 
sufficiently understood 
and that concerns be 
reported to a central 
Council Officer or team.  

2  It is considered that 
training should be 
offered to Members 
as well as officers 
given the potential 
implications of 
providing unlawful 
State Aid. Given the 

Solicitor to the 
Council  

31/12/2018  30/06/2019  Outstanding  25/02/2019  The Solicitor to the 
Council stated that 
due to the date on 
which the grant 
review was 
completed, this 
training has not yet 
been undertaken. 
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No.  Audit Title  Recommendation  Priority  Management 
Response  

Responsible  
Officers  

Due  
Date  

Revised 
Due Date  

Status  Last Update  Latest Response  

complexities 
surrounding State 
Aid, steps have been 
taken to seek an 
external training 
provider.  

However, requests 
have been made to 
a number of training 
providers seeking 
costs estimate for 
delivery.  
 
Progress update: 
Date: 
  
 

9.  Debtors  Procedures be amended 
to highlight the 
importance of the 
existing mitigating 
controls that address the 
risk that a separation of 
duties does not exist 
between the person 
raising and the person 
authorising a sales 
invoice and the risk that 
authorisation levels for 
sales invoices are not 
defined.  

2  There are an 
increasing proportion 
of invoices raised 
through interfaces 
from other systems, 
particularly for rents 
from the Technology 
Forge system which 
would complicate the 
approval process.  
The Customer 
Connect programme 
includes a full review 
of all processes. This 
recommendation will 
be considered as part 
of that review.  

Chief Accountant  31/03/19 
as part of 
phase 1 of 
Customer 
Connect 
(support 
services)  

30/09/2019  Outstanding  02/03/2019  The Financial 
Services Manager 
stated that the 
Customer Connect 
service redesign for 
debtors will not be 
before the end of the 
financial year and 
that the 
implementation of 
this 
recommendation is 
now expected to be 
delayed by six 
months.  
 
Progress update: 
Date: 
  

10.  Treasury 
Management  

The four clauses listed 
in Section 5 of the 
CIPFA Treasury 
Management in the 
Public Services: Code of 
Practice be formally and 
explicitly adopted by the 
Council, as 
recommended by the 
Code.  

3  Agree to change as 
part of review of 
Treasury 
Management 
Practices and 
2019/20 Treasury 
Management 
Framework.  

Financial Services 
Officer – Treasury  

28/02/2019  30/09/2019  Outstanding  13/03/2019  The Treasury 
Management 
Strategy was 
presented to Council 
at its meeting on 
26th February 2019. 
This document 
references 
compliance with the 
CIPFA Code of 
Practice and largely 
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No.  Audit Title  Recommendation  Priority  Management 
Response  

Responsible  
Officers  

Due  
Date  

Revised 
Due Date  

Status  Last Update  Latest Response  

incorporates the four 
clauses, albeit not 
word-for-word. 
These specific 
clauses will be 
considered as part 
of the next update to 
treasury procedures. 
 
Progress update: 
Date: 
  

11.  Treasury 
Management  

The 12 Treasury 
Management Practices 
in place be updated to 
comply with the latest 
version of the CIPFA 
Treasury Management 
in the Public Services: 
Code of Practice.  

3  Review of Treasury 
Management 
Practices (TMP) to be 
undertaken this 
autumn.  

Financial Services 
Officer – Treasury  

31/10/18  30/09/2019  Outstanding  13/03/2019  The Treasury 
Management 
Strategy was 
presented to Council 
at its meeting on 
26th February 2019. 
This document 
references 
compliance with the 
CIPFA Code of 
Practice. The 12 
Treasury 
Management 
Practices will be 
considered as part 
of the next update to 
treasury procedures. 
 
Progress update: 
Date: 

  

12.  Use of 
Agency, 
Interim and 
Casual 
Workers  

Controls be 
strengthened to ensure 
that casual workers may 
not successfully seek 
employee status, for 
example by virtue of the 
length of their working 
relationship with the 

2  Agree. Business as 
Usual HR colleagues 
will undertake 
periodic reviews. In 
line with Customer 
Connect the use of 
casual workers will be 
significantly reduced 

Senior Human 
Resources Advisor  

January 
2020  

 Outstanding  25/02/2019  The due date for 
implementation of 
this 
recommendation 
has not yet been 
reached.  
The Senior Human 
Resources Advisor 
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No.  Audit Title  Recommendation  Priority  Management 
Response  

Responsible  
Officers  

Due  
Date  

Revised 
Due Date  

Status  Last Update  Latest Response  

Council, or by arguing 
their working hours and 
patterns can be shown 
to be set and regular.  

therefore mitigating 
current risk.  

and the Humans 
Resources Manager 
both stated that a 
review is to be 
conducted of 
overtime claim forms 
in conjunction with 
the finance team to 
establish if there are 
any patterns of work 
for casual worker.  
Research conducted 
from this will identify 
where there may be 
concerns with 
working patterns etc. 
and this will be used 
as a basis to discuss 
with Leads moving 
forward.  
In the future further 
guidance/policy is to 
be developed 
around the use of 
casual workers.  
 
Progress update: 
Date: 
  

13.  Use of 
Agency, 
Interim and 
Casual 
Workers  

In line with LGA advice, 
an assessment of 
female casual workers 
be included in any 
Equality Impact 
Assessments of pay and 
reward policies.  

2  Agree, these have 
not taken place 
previously. Given the 
fact that there have 
not been any quality 
claims in the past two 
years does not 
present an immediate 
risk. However as an 
EAI is required under 
the LGA we will 
commit to ensuring 

Senior Human 
Resources Advisor  

January 
2020  

 Outstanding  25/02/2019  The due date for 
implementation of 
this 
recommendation 
has not yet been 
reached. The Senior 
Human Resources 
Advisor and the 
Humans Resources 
Manager both stated 
that current files will 
be used to compile 
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Response  

Responsible  
Officers  

Due  
Date  

Revised 
Due Date  

Status  Last Update  Latest Response  

this is carried out in 
the future.  

this information and 
to be included in an 
EIA for pay and the 
reward statement; to 
be drafted early 
2020.  
Additionally through 
the gender pay gap 
analysis, female 
workers are on 
average paid higher 
than male workers 
at SLDC.  
 
Progress update: 
Date: 

  

14.  Use of 
Agency, 
Interim and 
Casual 
Workers  

Control over the use of 
agencies be centralised 
to ensure compliance 
with procurement 
legislation.  

2  Agree. There is one 
particular area of the 
Council that is heavily 
reliant on the use of 
agency. For this area 
it is proposed that on 
completion of 
Customer Connect 
this area is reviewed 
and options 
considered and a 
possible procurement 
exercise to be 
undertaken. 
Following completion 
of Customer Connect 
there will be minimal 
requirement for the 
utilisation of agency 
employees. Senior 
Management will be 
required to commit to 
the introduction of a 
strict agency process.  

Human Resources 
Manager  

January to 
June 2020 
due to 
Customer 
Connect 
demands  

 Outstanding  25/02/2019  The due date for 
implementation of 
this 
recommendation 
has not yet been 
reached. . The 
Human Resources 
Manager stated that 
the HR Team 
monitors the current 
use of contingency 
workers. There will 
be no review 
undertaken 
regarding a 
procurement 
exercise until the 
conclusion of 
Customer Connect. 
Following which a 
decision will be 
made regarding the 
use of CA’s. A 
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decision will be 
made thereafter.  
 
Progress update: 
Date: 
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Appendix 2 

 
South Lakeland District Council 
Cyber Security Update  
 

Author:  Ben Wright, Head of Shared ICT and Lead Digital Specialist 

Date:   5th July 2019 

 

This paper is intended to complement the audit updates included in this overall report. 

Introduction 
1. Firstly I want to confirm that we in the Shared ICT service and staff around the council, take 

Cyber Security very seriously indeed.  It is a rapidly changing environment, fortunately the 

controls we have in place and have had in place for many years, are robust and can adapt to the 

changing world of Cyber Security. 

 

2. As well as the Cyber Security Audit reported on in this report, South Lakeland and other councils 

in the country, took part in a Cyber Security Stocktake.  This was a simple questionnaire really 

focusing on the governance of Cyber Security rather than the deep technical solution. 

 

3. The outcome of the stocktake highlighted some gaps, however these gaps were in line with the 

gaps highlighted in the Audit and as such we are dealing with both by doing the same work and 

we are tracking that work in this audit report. 

 

Update 
 

1. It should be noted that we achieved reasonable assurance in the audit and it was acknowledged 

that our technical controls are very good.  This is backed up by the fact that each year we are 

subjected to a rigorous IT Security Health Check.  This Health Check is performed by highlight 

skilled IT security professionals that put our defences through their paces.  They do this to 

highlight to us any weaknesses that could be improved and provide guidance as to how that can 

be achieved.  This process does not end there, in order to pass the annual Health Check, the 

issues are monitored and only when we have resolved to an acceptable level does South 

Lakeland receive confirmation that it’s network is Public Sector Network approved. 

 

2. In addition to the annual health check described above, we perform quarterly security scanning 

of devices connected to our network, this scanning allows us to keep up to date with any known 

security issues and resolve as the arise, doing this makes the annual check more effective 
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because we can focus on the really hard to find things rather than the simple things that are 

fixed as a matter of course. 

 

3. The work required as part of the audit recommendations and the cyber security stocktake is 

about joining up the technical controls and the wider governance of Information and cyber 

security.  We work closely with Information Governance colleagues and together we continually 

improve the frameworks, policies and procedures we have in place. 

 

4. A key requirement on the ICT Service is to improve the level of documentation we have, this will 

confirm that we are operating in line with the corporate requirements and ensure that everyone 

knows what we do and why. 

 

5. We also work closely with colleagues involved in Disaster Recovery and  Business Continuity 

planning, a key focus over the next few months is to create a Cyber Incident response plan and 

do some testing of that plan to confirm how it would operate for real. 

 

6. To help us achieve what we need to do, we have a member of staff within the Shared ICT Service 

who is developing the documentation and procedures that we need, we are not starting from 

scratch putting systems in place, more documenting what we already do so that it can be 

reviewed more readily, we can also use it to ensure any new staff within the team are fully 

aware of what is in place and what is required. 

 

7. As this process develops, I see it as an every improving situation whereby we review and 

incrementally improve as technology and knowledge in this area develops. 

 

8. Below, you will find information on the security controls we have in place to protect the council 

IT infrastructure. 

I hope this paper and the information below goes some way to help assure the Audit Committee and 

others that South Lakeland DC is taking the threat of Cyber Attack very seriously indeed and we are 

taking the necessary steps to continually improve the work we do to keep the data and systems the 

council operates secure. 
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Without giving away any restricted information away, below is a list of 

the protective controls we have in place to protect the council from 

Cyber Attacks, viruses and malware.  
 

 Scanning of all e-mails for viruses/malware/spam inbound to the council from external sources. 

This scanning/filtering takes place in two places 

o In the cloud, prior to the e-mails being received by the council 

o After receipt by the council using a different scanning engine 

 

 Scanning of all e-mails for viruses/malware/spam outbound from the council to external 

destinations. This scanning/filtering takes place in two places 

o Before sending by the council  

o In the cloud, prior to the e-mails being sent to the recipient 

 

 E-Mails configured to be encrypted during transmission, this also provides protection to limit e-

mails being received where the source of the e-mail has been tampered with. 

 

 Antivirus/malware protection software installed on all Servers, computers, laptops, phones and 

tablet devices. 

 

 Central Firewall configured to project the council network from the internet in the following 

ways: 

 

o Data passing through the firewall from the corporate network to the internet is scanned 

for viruses/malware 

o Prohibited websites are blocked with no access provided from corporate devices, this list 

of  sites is managed by the firewall manufacturer who are a global organisation and are 

seen as market leaders in Unified Threat Management.  The list of blocked sites is 

updated automatically on a regular basis 

o Firewall detects and protects against unknown attacks using dynamic analysis and 

provides automated mitigation to stop such attacks the logic used is updated regularly 

by the firewall supplier who are seen as market leaders in Unified Threat Management. 

o No direct access to the council network from any external networks, all traffic inbound 

from external networks is filtered by components installed in cordoned off networks 

known as a Demilitarized Zone, these areas are designed to protect the corporate 

network from external attack 

 

 Corporate Network Password controls are configured as standard as follows: 

o Passwords configured to require changing every 42 days 

o Not permitted to use any password from the previous 20 passwords 

o Accounts set to lock out after a defined number of invalid attempts 

 

 Annual IT Health Check performed by ‘Check’ accredited and approved individuals 

o This is where ethical hacking takes place on our network and any gaps in the 

configuration are highlighted and resolved by implementing coordinated changes 

described and documented in a remediation plan 
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 The Annual check is complemented by the following: 

o Quarterly security scanning of devices on the network for all known 

vulnerabilities 

o Comprehensive patch management of desktops and servers where software is 

updated regularly 

 

 Phones and Tablets 

o Only corporate devices used to access the corporate network and data 

o All devices protected by Antivirus and Malware protection 

o All devices encrypted 

o Devices automatically wipe after a defined number of incorrect password 

attempts 

o Password requirements enforced to be as strong as those defined on the 

corporate network  

o Connectivity from phones/tablets to the corporate network is via the corporate 

firewall so all data is scanned in transit 

o Data from the devices destined to the internet rather than internal corporate 

network is scanned by a separate product 

o Apps installed on corporate phones/tablets are subjected to analysis which 

highlights potential risks.  Any apps highlighted above a configured risk rating 

are automatically blocked 

 

 Remote VPN Connectivity 

o Remote connectivity from Laptops is provided to staff, part of the configuration 

is the checking for Security Certificates installed onto corporate devices, without 

these certificates connection to the corporate network is not permitted even if a 

username and password is known. 

 

 Staff educated not to connect non-corporate devices to corporate equipment 
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Appendix 3 

 

Assurance review of Information Governance 
 

Update From:  Paul Mountford, - Performance, Innovation and Commissioning Specialist 

 

1.0 Context 

1.1 The European General Data Protection Regulation (GDPR) came into effect on 25 
May 2018 aiming to reform and standardise data protection arrangements across EU 
member states.  On the same date the regulation was incorporated into UK law as 
the Data Protection Act 2018. 

1.2 The Performance, Innovation and Commissioning Specialist is the Council's Data 
Protection Officer.  The Data Protection Officer has special responsibilities under the 
regulation in that they should work independently, report to the highest management 
level and have adequate resources to enable the Council meet its GDPR obligations.  

1.3 The Council complies with its obligation to appoint a Data Protection Officer under 
the terms of the regulation.  The Data Protection Officer has direct access to the 
Chief Executive.  The Data Protection Officer maintains the necessary statutory 
records and provides advice and guidance to the Council, for example, regarding the 
completion of Data Protection (Privacy) Impact Assessments and submits periodic 
progress reports to the Information Governance Board. 

1.4 This update sets out, with specific reference to the audit review carried out in January 
and February 2019, the ongoing work to establish the GDPR framework across the 
Council. 

1.5 The audit review found the Council to have adequate and effective governance, risk 
and control processes, leading to a Reasonable assurance. 

2.0 Audit Review - Action Points - IMPORTANT 

2.1 In achieving a reasonable assurance three important action points were identified.  In 
brief these were identified as: 

 The action plan be updated to include timescales, resources and ownership 
of tasks 

 Development and publication of documentation regarding the joint processing 
arrangements, and 

 The documentation and application of retention timescales to digital and non-
digital records. 

2.2 In order to ensure that it fulfilled its obligations, the Council initiated a GDPR 
compliance project which was then subsumed as a work stream within the Council’s 
wider Customer Connect programme.  A project plan was prepared and 
implemented.  The issues raised in the assurance review indicate that, 
notwithstanding the substantial preparations made to date, further work is required, in 
particular regarding updates to the Record of Processing Activity, data sharing 
arrangements and drafting of procedural guidance in order to comply with the new 
data protection Accountability principle, which requires the production of detailed 
policy and procedural guidance in order to demonstrate compliance with the 
Regulation.  
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2.3 The Customer Connect Programme action plan has been updated to include 
timescales, resources and ownership of tasks.  This provides an understanding of the 
resources required and timescales involved in order to complete work on the GDPR 
compliance framework. 

2.4 The Council’s Record of Processing Activity identifies 13 organisations which act as 
Joint Processors of information.  In line with the assurance review joint processor 
agreements will be developed and implemented where joint processing activity with 
other organisations is in place.  The Council’s Record of Processing Activity will be 
amended in accordance with these arrangements.  Corrections will be made to the 
Council’s Record of Processing Activity where no such joint processing 
arrangements occur. 

2.5 The Council has a data retention policy and schedule.  In accordance with the 
assurance review the means by which document retention timescales are applied to 
digital and non-digital records will be documented.  Local procedure notes held and 
implemented will be summarised in the Council’s Record of Processing Activity. 

3.0 Audit Review - Action Points - ROUTINE 

3.1 In achieving a reasonable assurance nine routine action points were identified.  In 
brief these were identified as: 

 GDPR refresher training be undertaken and tailored to the requirements of 
new staff roles 

 A procedure for periodic review of the Council’s Record of Processing Activity 
(RoPA) developed and established 

 Identify and list the specific information systems (e.g. Capita) and/or locations 
where personal data is held 

 Update the current Council Data Protection and Data Breach policies 

 Consolidate, refresh and republish the Data Protection SharePoint Site 

 Update, amend and re-publish the Council’s Corporate Privacy Notice 

 A procedure for determining the three Legitimate Interest tests is developed 
and established 

 A record of consent be maintained by the Data Protection Officer and 
periodically reviewed and confirmed that consent is still given, and 

 An overarching Data Protection Impact Assessment framework be 
established. 

3.2 GDPR awareness is included as part of the induction process for new staff and a 
mandatory e-Learning course, available from the Council's SharePoint site, must be 
completed by all staff.  Given the significant business transformation currently being 
undertaken by the Council, GDPR refresher training will be tailored to the 
requirements of new staff roles once the restructure has taken effect. 

3.3 The Council maintains an Information Asset Register and from this a detailed data 
map - Record of Processing Activity - has been compiled.  In accordance with the 
audit review a procedure for the periodic review of the Record of Processing Activity 
will include an updated information data audit in consultation with Information Asset 
Owners identified in the Information Asset Register. 

3.4 The Council’s main information systems - Capita Revenues and Benefits and iTrent 
have been updated to include new GDPR compliance modules.  In accordance with 
the audit review a full assessment will be undertaken to identify outstanding ICT 
compliance regarding the Council’s information systems and records.  Tasks 
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identified will be added to the overall Customer Connect Programme project plan with 
the timescales and resources required to complete any identified residual tasks. 

3.5 The Council’s Data Protection Policy has been updated to include details relating to 
data subject access rights, the lawful basis upon which data will be collected, data 
protection by default and design and the role of the Data Protection Officer.  In 
addition the way in which the ICT incident management policy and the data breach 
policy interact, has been described in the respective policies. 

3.6 There is a Council SharePoint site containing a comprehensive set of GDPR related 
policies, procedures and on-line training materials.  In line with the audit review, draft 
copies and working papers will be removed.  The site, once signed off, will be 
published on the Council’s SharePoint Homepage. 

3.7 The Council has published a set of privacy notices on its website and SharePoint 
site.  The corporate Privacy notice has been amended making reference to the 
Council's data retention policy and schedule.  The Privacy Notice for staff has been 
amended to record all of the data subject access rights. 

3.8 The Council has determined the lawful bases upon which it collects and processes 
personal information and recorded this in the Council’s Record of Processing Activity.  
Three instances where Legitimate Interest is the lawful basis for data collection have 
been identified in the Record of Processing Activity relating to appraisal, awards and 
honours.  GDPR requires that legitimate interest be established by the application of 
three ‘tests’.  In accordance with the audit review a link to the location of the 
Assessment of Legitimate interests will be entered in to the Record of Processing 
Activity. 

3.9 There is a Consent Protocol and form and the Council has designed its processes to 
ensure that the need to obtain consent is kept to a minimum.  The Council’s Record 
of Processing Activity identifies 8 instances where consent must be obtained from 
customers and/or staff in order for the Council to collect and process their personal 
data. In line with the audit review recommendation a record of Consent will be 
developed, drafted and published through the Data Protection SharePoint site.  The 
protocol will include all arrangements for withdrawing consent. 

3.10 The GDPR makes privacy by design a legal requirement and requires organisations 
to undertake a Data Protection (Privacy) Impact Assessment (DPIA) when changes 
are made to systems which may impact upon the security, collection and/or 
processing of data.  The Council has documented a Data Protection Impact 
Assessment procedure and has conducted impact assessments relating to a number 
of projects.  The process has been incorporated into the Business and Service 
Redesign programme under the Customer Connect Programme. 

4.0 Audit Review - Action Points - OPERATIONAL 

4.1 In achieving a reasonable assurance one operational action point was identified: 

 Consideration be given as to whether it is feasible or desirable to develop 
systems that allow individuals to access their information easily online. 

4.2 The Council's approach to data subject access requests is noted in the Data 
Protection Policy and data subject rights are outlined in the Council's advisory 
guidance note, Exercising Information Access Rights.  There is a subject access 
request procedure.  This utilises a multi-purpose form which can be used to fulfil any 
or all of the data subject access rights.  Any Subject Access Requests received are 
detailed in a log to record receipt of and action taken with the requests.  The Council 
in developing the ‘Single Customer View’ and Customer Accounts are developing 
procedures and processes to enable residents and customers to access the 
information held about them online. 
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5.0 High Level Action Plan 

Action Tasks Implementation 

Date 

Status Owner 

The action plan be 

updated to include 

timescales, 

resources and 

ownership of tasks 

 03/05/19 COMPLETE Data Protection 

Officer 

Development and 

publication of 

documentation 

regarding the joint 

processing 

arrangements 

Include links to 

specific Data Sharing 

Agreements and 

GDPR compliance 

statements. RoPA to 

be updated to include 

arrangements for 

data sharing with 

processors and/or 

joint processors. 

RoPA updated to 

include security 

arrangements for 

data at rest. Update 

Data Sharing register 

to identify security 

arrangements for 

data in transit. 

27/09/19 IN 

PROGRESS 

Data Protection 

Officer 

The documentation 

and application of 

retention 

timescales to 

digital and non-

digital records 

Records Retention 

Policy to include local 

procedure notes to 

evidence specific 

arrangements for 

disposal summarised 

with RoPA. 

27/09/19 IN 

PROGRESS 

Data Protection 

Officer 

GDPR refresher 

training be 

undertaken and 

tailored to the 

requirements of 

new staff roles 

Current e-learning 

package to be 

reviewed in light of 

new staff roles - 

notably Customer 

Contact and Case 

Management roles. 

Consult and seek 

recommendations 

from Corporate 

Learning & 

Development Team. 

Resources to be 

made available. 

20/12/19 TO 

COMMENCE 

Data Protection 

Officer 
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Action Tasks Implementation 

Date 

Status Owner 

A procedure for 

periodic review of 

the Council’s 

Record of 

Processing Activity 

(RoPA) developed 

and established 

IAR Framework and 

protocol to be 

developed with 

identified Information 

Asset Owners listed 

in current IAR. 

27/09/19 IN 

PROGRESS 

Data Protection 

Officer 

Identify and list the 

specific information 

systems (e.g. 

Capita) and/or 

locations where 

personal data is 

held 

Working with Shared 

Infrastructure 

Manager in ICT 

update RoPA 

accordingly to identify 

GDPR compliant 

systems. Working 

with Shared 

Infrastructure 

Manager assess any 

outstanding ICT 

compliance work 

regarding information 

systems. Include any 

actions as part of 

overall project plan 

(see Rec 1) to include 

timescales and 

resource 

requirement. 

27/09/19 IN 

PROGRESS 

Data Protection 

Officer 

Update the current 

Council Data 

Protection and 

Data Breach 

policies 

Data Protection 

Policy to be updated. 

Include links to ICT 

Incident Management 

Policy and 

arrangements as part 

of data breach 

reporting protocol and 

procedures. 

03/05/19 COMPLETE Data Protection 

Officer 

Update, amend 

and re-publish the 

Council’s 

Corporate Privacy 

Notice 

Corporate Privacy 

Notice to be 

amended to make 

reference to Council’s 

Records Retention 

procedures. Staff 

Privacy Notice to be 

updates to include 

subject access rights. 

28/06/19 COMPLETE Data Protection 

Officer 
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Action Tasks Implementation 

Date 

Status Owner 

A procedure for 

determining the 

three Legitimate 

Interest tests is 

developed and 

established 

Legitimate Interest 

assessment 

documents to be 

added to Information 

Governance 

Framework and Data 

Protection 

SharePoint. RoPA to 

be updated with 

relevant links. 

27/09/19 IN 

PROGRESS 

Data Protection 

Officer 

A record of 

consent be 

maintained by the 

Data Protection 

Officer and 

periodically 

reviewed and 

confirmed that 

consent is still 

given 

Record (log) of 

Consent Protocol to 

be developed and 

added to Data 

Protection SharePoint 

– reference to 

document within 

overall Data 

Protection Policy. 

Record of Consent to 

include details of 

Consent ‘Owners’ 

with reference in IAR 

and RoPA. Consent 

procedures to clearly 

detail arrangements 

for withdrawal of 

consent. 

27/09/19 IN 

PROGRESS 

Data Protection 

Officer 

An overarching 

Data Protection 

Impact 

Assessment 

framework be 

established 

Data (Privacy) 

Protection Impact 

Assessment template 

is being used and 

completed in line with 

Service Redesign 

Programme. DPIA 

Framework to be 

established with 

specific references 

and links through 

RoPA and Data 

Protection 

SharePoint. 

27/09/19 IN 

PROGRESS 

Data Protection 

Officer 

Background Documents Available 

Name of Background document Where it is available 

General Data Protection Regulation - 
06/12/2017 

Audit Committee - Minute AUD/37 

General Data Protection Regulation - 
05/12/2018 

Audit Committee - Minute AUD/31 

Internal Audit Progress Report 2018/19 - 
09/04/2019 

Audit Committee - Minute AUD/55 
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South Lakeland District Council 

Audit Committee 

Thursday, 25 July 2019 

Internal Audit Progress Report 2019/20  
 

 

Portfolio:   Not applicable 

Report from:  Finance Lead Specialist (Section 151 Officer) 

Report Author: Peter Harrison – Internal Audit Manager (Director, TIAA Ltd) 

Wards:  Corporate Issue 

Forward Plan: Not applicable 

 

1.0 Expected Outcome 

1.1 This report provides a summary of the progress against the Internal Audit Annual Plan 
to date in 2019/20. It provides the Committee with assurance through the individual 
internal audit reports for work carried out to date. 

2.0 Recommendation 

2.1 Members of the Audit Committee are asked to note: 

 The progress achieved in 2019/20 in delivering the Audit Plan and the outcomes 
of completed audit reviews set out in Appendix 1.  

 The attached audit reports at Appendix 2. 

3.0 Background and Proposals 

3.1 All local authorities must make proper provision for internal audit in line with the 1972 
Local Government Act. The Accounts and Audit Regulations 2015 require that the 
Council undertakes an effective Internal Audit to evaluate the effectiveness of its risk 
management, internal control and governance processes, taking into account the 
Public Sector Internal Auditing Standards (PSIAS). 

3.2 Internal Audit is responsible for providing independent assurance to the Council’s 
senior management and to the Audit Committee on the systems of governance, risk 
management and internal control. 

3.3 It is management’s responsibility to establish and maintain internal control systems 
and to ensure that resources are properly applied, risks appropriately managed and 
that outcomes are achieved. Management is responsible for the system of internal 
control and should set in place policies and procedures to ensure that controls are 
operating effectively. 

4.0 Progress against the 2019/20 Internal Audit Plan 

4.1   The Internal Audit Plan was approved by the Committee in April 2019.  

4.2 The progress report at Appendix 1 provides the Committee with a summary of the 
position as at 10th July 2019. The executive summaries for each completed review are 
included at Appendix 2.   
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5.0 Audit reports completed in the period 

5.1 Appendix 2 contains the executive summaries of the two audit report completed in the 
period: 

 Empty Homes; and 

 Cash Receipting – Car Parking.  

6.0 Follow up of internal audit recommendations 

6.1 We would usually provide the Committee with the latest position relating to the 
implementation of outstanding recommendations. Unfortunately, the absence due to 
sickness of the auditor who was part way through undertaking this review means that 
we cannot provide an update at this meeting. An update has been undertaken by SLDC 
staff and is reported separately on this agenda.  We will carry out an independent 
review and sign-off of these recommendations. 

7.0 Alternative Options 

7.1 There are no alternative options; the Accounts and Audit Regulations 2015 require that 
the Council undertakes an effective Internal Audit to evaluate the effectiveness of its 
risk management, internal control and governance processes, taking into account the 
Public Sector Internal Auditing Standards (PSIAS). 

8.0 Links to Council Priorities 

8.1 Internal Audit provides independent assurance on the Council’s arrangements for 
governance, risk management and internal control in support of delivery of the 
Council’s strategic priorities. 

9.0 Implications 

Financial, Resources and Procurement 

9.1 There are no direct financial implications to this report.  

Human Resources 

9.2 There are no direct staffing implications arising from this report. 

Legal 

9.3 There are no legal implications arising from this report. 

Health, Social, Economic and Environmental 

9.4 Have you completed a Health, Social, Economic and Environmental Impact 
Assessment? No      

9.5 If you have not completed an Impact Assessment, please explain your reasons: this 
report relates to a review of corporate governance and is considered to have no Health, 
Social, Economic and Environmental impacts. 

Equality and Diversity 

9.7 Have you completed an Equality Impact Analysis? No      

9.8 If you have not completed an Impact Assessment, please explain your reasons: this 
report relates to a review of corporate governance and is considered to have no 
Equality and Diversity impacts. 
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Risk 

Risk Consequence Controls required 

The Council does not comply 
with legislative requirements as 
laid out under the Accounts and 
Audit Regulations 2015. 

The Council does not 
receive adequate 
assurance over the internal 
control environment.   

Regular progress reporting 
to senior management and 
Audit Committee each 
quarter. 

Contact Officer 

Peter Harrison, Director, TIAA Limited. 

07970 376542 

peter.harrison@tiaa.co.uk 

Appendices Attached to this Report 

Appendix No. Name of Appendix 

1 Internal Audit Progress Report 

2 Audit Reports – Executive Summaries 

2a. Empty Homes; and 

2b. Cash Receipting – Car Parking. 

Background Documents Available 

Name of Background document Where it is available 

Not applicable Not Applicable 

Tracking Information 

Signed off by Date sent 

Legal Services N/A 

Section 151 Officer 25/03/2019 

Monitoring Officer N/A 

SMT N/A 

 

Circulated to Date sent 

Finance Lead Specialist 28/06/2019 

Human Resources Manager N/A 

Communications Team N/A 

Leader N/A 

Committee Chairman N/A 

Portfolio Holder N/A 

Ward Councillor(s) N/A 

Committee 25/07/2019 

Executive (Cabinet) N/A 

Council N/A 
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South Lakeland District College 

Internal Audit Progress Report 
Page 2 

 

Introduction 

1. This summary report provides the Audit Committee with an update on the progress of our work at South Lakeland District Council as at 10th July 2019. 

Audits completed since the last report to Committee 

2. The table below sets out details of audits finalised since the previous meeting of the Audit Committee. 

 

  Key Dates Number of Recommendations 

Review Evaluation Draft issued 
Responses 

Received 
Final issued 1 2 3 OE 

Cash Receipting – Car Parks Substantial 17/05/2019 09/07/2019  - - - 2 

Empty Homes Reasonable 21/06/2019 03/07/2019 09/07/2019 - 1 2 - 

 

Progress against the 2019/20 Annual Plan 

3. Our progress against the Annual Plan for 2019/20 is set out in Appendix A.  

Changes to the 2019/20 Annual Plan     

4. There are no changes proposed to the Annual Plan at this time.  

Frauds/Irregularities 

5. We have not been advised of any frauds or irregularities in the period since the last summary report was issued. 

Progress actioning Priority 1 recommendations 

6. We have made no Priority 1 recommendations (i.e. fundamental control issue on which action should be taken immediately) since the previous Progress Report. 

Other matters 

7. We have not issued any further publications since the last meeting of the Audit Committee. 

Responsibility/disclaimer 

8. This report has been prepared solely for management's use and must not be recited or referred to in whole or in part to third parties without our prior written consent. 

The matters raised in this report not necessarily a comprehensive statement of all the weaknesses that exist or all the improvements that might be made. No 

responsibility to any third party is accepted as the report has not been prepared, and is not intended, for any other purpose. TIAA neither owes nor accepts any duty 

of care to any other party who may receive this report and specifically disclaims any liability for loss, damage or expense of whatsoever nature, which is caused by 

their reliance on our report. 
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South Lakeland District College 

Internal Audit Progress Report 
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Appendix A 
 

Progress against the Annual Plan for 2019/20 
          

System 
Planned 
Quarter 

Days 
Current Status Comments Audit Committee 

Cash Receipting – Car Parking 1 10 Review completed Substantial Assurance July 2019 

Empty Homes 1 10 Review completed Reasonable Assurance July 2019 

Household Waste Collection 1 20 Draft Report Issued Reasonable Assurance September 2019 

NNDR 1 15 Site work commenced  September 2019 

Risk Management 2 5 Planned Start Date 30th July 2019  September 2019 

Emergency Planning 2 10 
Planned Start Date 2nd September 
2019 

 December 2019 

Main Accounting System 3 10 Date to be agreed  December 2019 

Income Management  3 10 Date to be agreed  December 2019 

ICT Network Security and Cybercrime 3 5 
Proposed Start Date 16th 
December 2019 

 April 2020 

Contract Management 4 20 Date to be agreed  April 2020 

Customer Connect 4 10 
Proposed Start Date 6th January 
2020 

 April 2020 

ERDF Grant 4 10 Date to be agreed  April 2020 

Data Protection Compliance 4 10 
Proposed Start Date 10th February 
2020 

 April 2020 

Leisure Services 4 10 Date to be agreed  April 2020 

Follow-up 1 - 4 15   April 2020 

KEY: 

 To be commenced   Site work commenced   Draft report issued   Final report issued 
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 South Lakeland District Council    

 Assurance Review of Empty Homes    

 2019/20    
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South Lakeland District Council  

Assurance Review of Empty Homes  
Page 1 

 

 

Executive Summary 
 

OVERALL ASSURANCE ASSESSMENT  OVERALL CONCLUSION 

 

 

In 2015, the Council adopted its first Empty Homes Strategy, covering the 

years 2015 to 2020. 

The Strategy is reviewed and updated regularly, with targets and 

actions monitored and reported as appropriate. 

The Empty Homes Officer is active in ensuring best practice and current 

legislation are followed. 

The Empty Homes Strategy definition of an empty home does not fully 

align with the more targeted work performed by the Empty Homes 

Officer. 
 

   

SCOPE  ACTION POINTS 

The review considered the Council’s approach to dealing with empty homes 

including identification, intervention, assistance, performance and budget 

monitoring. 

 

Urgent Important Routine Operational 

0 1 2 0 

 

 

 

P
age 114



   

 

            
      PRIORITY GRADINGS      

1 URGENT 
Fundamental control issue on which 
action should be taken immediately. 

 2 IMPORTANT 
Control issue on which action should 
be taken at the earliest opportunity. 

 3 ROUTINE 
Control issue on which action should be 
taken. 

      South Lakeland District Council  
Assurance Review of Empty Homes  

Page 2 

 

Management Action Plan - Priority 1, 2 and 3 Recommendations 
 

Rec. Risk Area Finding Recommendation Priority Management 

Comments 

Implementation 

Timetable 

(dd/mm/yy) 

Responsible 

Officer 

(Job Title) 

2 Compliance At the meeting of the South Lakeland 

Housing Advisory Group on 2nd October 

2018, it was minuted that the Empty 

Homes Officer deals with properties which 

have been empty and unfurnished for over 

six months. The Glossary of the Empty 

Homes Strategy 2015 to 2020 defines 

empty homes as being properties that are 

unoccupied. 

The Empty Homes Strategy 

definition of an empty home be 

reconsidered to better align with the 

work performed by the Empty 

Homes Officer. 

2 Definition to be revised on next 

review of the Strategy. 

31/12/20 Principal 

Housing 

Strategy 

Officer 

1 Directed Minutes of the South Lakeland Housing 

Advisory Group are available on the 

Council's website. The most recent 

meeting for which minutes are published 

is 1st June 2017. 

Minutes of meetings of the South 

Lakeland Housing Advisory Group 

since 1st June 2017 be added to the 

Council's website. 

3 Minutes to be added to website. 30/09/19 Principal 

Housing 

Strategy 

Officer 
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      PRIORITY GRADINGS      

1 URGENT 
Fundamental control issue on which 
action should be taken immediately. 

 2 IMPORTANT 
Control issue on which action should 
be taken at the earliest opportunity. 

 3 ROUTINE 
Control issue on which action should be 
taken. 

      South Lakeland District Council  
Assurance Review of Empty Homes  
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Rec. Risk Area Finding Recommendation Priority Management 

Comments 

Implementation 

Timetable 

(dd/mm/yy) 

Responsible 

Officer 

(Job Title) 

3 Reputational Two performance measures relating to 

empty homes are reported on the 

Council's website: the number of empty 

homes brought back into use since 2015 

and the total number of long-term empty 

properties. Data from the latter measure is 

taken from the government website (Table 

615 Vacant dwellings by local authority 

district: England, from 2004). The latest 

figure for this measure on the government 

website is 987 for 2018. The latest figure 

on the Council's website is 973 for 2017. 

The figures reported on the Council 

website agree with the figures available 

on the government website. 

The Council's website be updated 

on a timely basis to report the latest 

available performance measures for 

empty homes. In particular for the 

total number of long-term empty 

properties. 

3 Web-site now updated with the Total 

number of empty homes for 2018 

and as at 31.3.19. To be updated 

annually. 

April 2020 Case 

Management 

Officer, 

Support 

Services 

 

P
age 116



   

 

   

ADVISORY NOTE 

Operational Effectiveness Matters need to be considered as part of management review of procedures. 

South Lakeland District Council  
Assurance Review of Empty Homes  

Page 4 

 

Operational Effectiveness Matters 
 

Ref Risk Area Item Management 

Comments 

No Operational Effectiveness Matters were identified. 
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South Lakeland District Council  
Assurance Review of Empty Homes  
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Detailed Findings 
 

Introduction 

1. This review was carried out in June 2019 as part of the planned internal audit work for 2019/20. Based on the work carried out an overall assessment of the overall 

adequacy of the arrangements to mitigate the key control risk areas is provided in the Executive Summary. 

Background 

2. One of the Council’s housing priorities is to reduce the number of empty homes and to work with owners and housing providers to bring empty homes back into use. 

Materiality 

3. There are approximately 1,000 empty homes in South Lakeland at any one time, representing around 2% of the number of dwellings on the Valuation Office Agency 

list. This compares favourably with the national average of just under 3%. 

Key Findings & Action Points 

4. The key control and operational practice findings that need to be addressed in order to strengthen the control environment are set out in the Management and 

Operational Effectiveness Action Plans. Recommendations for improvements should be assessed for their full impact before they are implemented. 

Scope and Limitations of the Review 

5. The review considered the Council’s approach to dealing with empty homes including identification, intervention, assistance, performance and budget monitoring. 

6. The definition of the type of review, the limitations and the responsibilities of management in regard to this review are set out in the Annual Plan. 

Disclaimer 

7. The matters raised in this report are only those that came to the attention of the auditor during the course of the internal audit review and are not necessarily a 

comprehensive statement of all the weaknesses that exist or all the improvements that might be made. This report has been prepared solely for management's use 

and must not be recited or referred to in whole or in part to third parties without our prior written consent. No responsibility to any third party is accepted as the report 

has not been prepared, and is not intended, for any other purpose. TIAA neither owes nor accepts any duty of care to any other party who may receive this report 

and specifically disclaims any liability for loss, damage or expense of whatsoever nature, which is caused by their reliance on our report. 
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South Lakeland District Council  
Assurance Review of Empty Homes  

Page 6 

 

Risk Area Assurance Assessments 

8. The definitions of the assurance assessments are: 

Substantial Assurance There is a robust system of internal controls operating effectively to ensure that risks are managed and process objectives achieved. 

Reasonable Assurance 
The system of internal controls is generally adequate and operating effectively but some improvements are required to ensure that risks are managed 

and process objectives achieved.  

Limited Assurance 
The system of internal controls is generally inadequate or not operating effectively and significant improvements are required to ensure that risks are 

managed and process objectives achieved.  

No Assurance There is a fundamental breakdown or absence of core internal controls requiring immediate action. 

Audit Contacts 

9. For any queries or to discuss the content of this report, please contact either of the following: 

Lead Auditor: Ian Goodwin 

ian.goodwin@tiaa.co.uk  

07867 526292 

 

Head of Internal Audit: Peter Harrison 

peter.harrison@tiaa.co.uk 

07970 376542 

 

Audit Report Distribution 

10. We would like to thank staff for their co-operation and assistance during the course of our work. 

For Action: Julie Jackson, Principal Housing Strategy officer 

For Information: Helen Smith, Finance Lead Specialist and Section 151 Officer 
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South Lakeland District Council  
Assurance Review of Empty Homes  
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Release of Report 

11. The table below sets out the history of this report. 

Date draft report issued: 21st June 2019  

Date management responses received: 3rd July 2019  

Date final report issued: 9th July 2019  
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 Internal Audit  

  FINAL  

 Appendix 2b    

 South Lakeland District Council     

 Assurance Review of Cash Receipting – Car Parking     

 2019/20    
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South Lakeland District Council  

Assurance Review of Cash Receipting – Car Parking  
Page 1 

 

 

Executive Summary 
 

OVERALL ASSURANCE ASSESSMENT  OVERALL CONCLUSION 

 

 

The Council's arrangements relating to car park income are well managed 

and controlled, with adequate security in place regarding cash collection 

and storage. 

Bankings are made daily by an independent security firm, with sensible 

security measures being observed. 

Insurance cover is reasonable and appropriate for the values of cash 

involved. 

Payments by phone account for only 2% of total income from car parks, 

however, proper controls are in place surrounding its collection and 

recognition. 

Existing data checks would be enhanced by a reconciliation of source 

data, summarised from the Metric system, with the relevant general 

ledger income codes. 
 

   

SCOPE  ACTION POINTS 

This review focused on cash receipts for car parking, taking in to account collection, 

storage, banking and the insurance arrangements. It also considered the controls in 

place around the increasing use of alternative payment methods, such as through 

mobile phones and other devices. 

 

Urgent Important Routine Operational 

0 0 0 2 
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      PRIORITY GRADINGS      

1 URGENT 
Fundamental control issue on which 
action should be taken immediately. 

 2 IMPORTANT 
Control issue on which action should 
be taken at the earliest opportunity. 

 3 ROUTINE 
Control issue on which action should be 
taken. 

      South Lakeland District Council  
Assurance Review of Cash Receipting – Car Parking  
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Management Action Plan - Priority 1, 2 and 3 Recommendations 
 

Rec. Risk Area Finding Recommendation Priority Management 

Comments 

Implementation 

Timetable 

(dd/mm/yy) 

Responsible 

Officer 

(Job Title) 

No recommendations were made. 
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ADVISORY NOTE 

Operational Effectiveness Matters need to be considered as part of management review of procedures. 

South Lakeland District Council  
Assurance Review of Cash Receipting – Car Parking  
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Operational Effectiveness Matters 
 

Ref Risk Area Item Management Comments 

1 Compliance Consideration be given to periodically reconcile the cash taken from “pay and 

display” machines per the ‘Overs’ report, within agreed limits of materiality to 

the equivalent values recorded in the general ledger. This additional control will 

help ensure that the related data in the quarterly Corporate Financial Monitoring 

reports is valid, complete, accurate and timely. 

This proposal will be considered as part of the service redesign process being 

undertaken as part of the Customer Connect programme. 

2 Operational Consideration be given to adding CCTV to the cash counting area within the 

Car Park Office at Westmorland Shopping Centre. 

Implemented. 
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Detailed Findings 
 

Introduction 

1. This review was carried out in May 2019 as part of the planned internal audit work for 2019/20. Based on the work carried out an overall assessment of the overall 

adequacy of the arrangements to mitigate the key control risk areas is provided in the Executive Summary. 

Background 

2. Car parking income represents a significant proportion of the Council’s annual income. This review forms part of the rolling three-year programme of key financial 

and governance audits. 

Materiality 

3. The Council's budget for 2019/20 includes £4.553M relating to car parking income, representing 36% of total service income. The Council generates income from 

74 pay-and-display machines, 70 of which accept cash, across 41 locations in nine towns and villages. 

Key Findings & Action Points 

4. The key control and operational practice findings that need to be addressed in order to strengthen the control environment are set out in the Management and 

Operational Effectiveness Action Plans. Recommendations for improvements should be assessed for their full impact before they are implemented. 

Scope and Limitations of the Review 

5. This review focused on cash receipts for car parking, taking in to account collection, storage, banking and the insurance arrangements. It also considered the controls 

in place around the increasing use of alternative payment methods, such as through mobile phones and other devices. 

6. The definition of the type of review, the limitations and the responsibilities of management in regard to this review are set out in the Annual Plan. 

Disclaimer 

7. The matters raised in this report are only those that came to the attention of the auditor during the course of the internal audit review and are not necessarily a 

comprehensive statement of all the weaknesses that exist or all the improvements that might be made. This report has been prepared solely for management's use 

and must not be recited or referred to in whole or in part to third parties without our prior written consent. No responsibility to any third party is accepted as the report 

has not been prepared, and is not intended, for any other purpose. TIAA neither owes nor accepts any duty of care to any other party who may receive this report 

and specifically disclaims any liability for loss, damage or expense of whatsoever nature, which is caused by their reliance on our report. 
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Risk Area Assurance Assessments 

8. The definitions of the assurance assessments are: 

Substantial Assurance There is a robust system of internal controls operating effectively to ensure that risks are managed and process objectives achieved. 

Reasonable Assurance 
The system of internal controls is generally adequate and operating effectively but some improvements are required to ensure that risks are managed 

and process objectives achieved.  

Limited Assurance 
The system of internal controls is generally inadequate or not operating effectively and significant improvements are required to ensure that risks are 

managed and process objectives achieved.  

No Assurance There is a fundamental breakdown or absence of core internal controls requiring immediate action. 

Audit Contacts 

9. For any queries or to discuss the content of this report, please contact either of the following: 

Lead Auditor: Ian Goodwin 

ian.goodwin@tiaa.co.uk  

07867 526292 

 

Head of Internal Audit: Peter Harrison 

peter.harrison@tiaa.co.uk 

07970 376542 

 

Audit Report Distribution 

10. We would like to thank staff for their co-operation and assistance during the course of our work. 

For Action: Jim Maguire, Operational Lead Customer and Locality Services 

For Information: Helen Smith, Finance Lead Specialist and Section 151 Officer 
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Release of Report 

11. The table below sets out the history of this report. 

Date draft report issued: 14th May 2019  

Date revised draft report issued: 17th May 2019  

Date management responses received: 9th July 2019  

Date final report issued: 10th July 2019  
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South Lakeland District Council 

Audit Committee 

Thursday, 25 July 2019 

Statement of Accounts and Annual Governance 
Statement 2018-19 

 

Portfolio:   Not applicable 

Report from:  Helen Smith – Finance Lead Specialist (Section 151 Officer) 

Report Author: Peter Hunt – Interim Chief Accountant,  

Helen Smith - Finance Lead Specialist (Section 151 Officer) 

Wards:  All wards 

Forward Plan: Not applicable 

 

1.0 Expected Outcome 

1.1 It is expected that a Statement of Accounts, subject to final audit opinion, will be 
approved by the 31st July 2019. In accordance with statutory requirements, 
publication will be as soon as reasonably practical after receiving the audit opinion.  

2.0 Recommendation 

2.1 It is recommended that Audit Committee 

 (1) approve the Statement of Accounts; 

 (2) approve the letter of representation; 

 (3) authorise the Chair of the Audit Committee to sign the letter of  
 representation and the Statement of Accounts on behalf of the  
 committee; 

(4) authorise the Chairman to re-sign the Statement of Accounts in the 
event of further amendments following the final audit findings report; 

 (4) note the Annual Governance Statement action plan. 

3.0 Background and Proposals 

3.1 The unaudited Statement of Accounts for 2018/19 was approved by the Finance 
Lead Specialist (Section 151 Officer) on 30 May 2019. The accounts were subject to 
public inspection (from 1 June 2019) where the general public could raise objections, 
questions and comments with the External Auditor. The Accounts and Audit 
Regulations 2015 require that the 2018/19 accounts should be considered and 
approved by members and published no later than the 31 July 2019, or as soon as 
reasonably practicable after the receipt of the auditor’s final report (if later than 31 
July). 
 

3.2 The audit process is currently being finalised and has identified no material 
errors to date in the statements. There is, however one major issue affecting all Local 
Authorities concerning a possible future pension liability that is currently identified as 
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a contingent liability, but which may need to be reflected in the financial statements 
themselves. A meeting between the external audit team and finance officers will take 
place on 18 July 2019 and the revised statement of accounts, including any 
amendments agreed, will be prepared and it is expected that they will be ready for 
distribution by Monday 22 July 2019. However it is possible that the Audit Findings 
Report will not be ready for the meeting but will be available prior to 31 July 2019, in 
time for compliance with a 31 July publishing deadline. It is not anticipated that the 
Statement and final Audit Findings Report will differ but to ensure that there is 
consistency it would be advisable for the Chairman to have delegated approval to re-
sign the Statement of Accounts if changes are required by the Audit Report. 

 
3.3  A small number of non-trivial disclosure changes are required and these will be 

included within the revised statements which will be distributed. These amendments 
will be detailed in the Audit Findings Report. In addition the Accounting Policies that 
were approved by Audit Committee on 5 December 2018 have been amended for 
very minor wording changes that aid understanding and consistency and are included 
in Section D of the audited Statement that will be distributed as Appendix 1. 
 

3.4  As part of the audit of the Accounts the Council are required to issue a letter of 
Representation to the External Auditor. The letter will be distributed as Appendix 2. 
This forms part of the overall assurance required by the external auditor in providing 
their opinion. This needs to be approved and signed by the Section 151 Officer and 
the Chairman of the Audit Committee. 
 

3.6  Published alongside the Statement of Accounts is the Annual Governance Statement 
(AGS). This will be distributed within the Statement of Accounts (Appendix 1). This 
will reflect the Audit Findings Report and the confirmation of the ‘reasonable 
assurance’ Internal Audit opinion for 2018/19 which was reported as an interim at 
Audit Committee 9 April 2019 and is confirmed on this agenda. The AGS will be re-
signed by the Chief Executive and the Leader of the Council. A copy of the AGS 
action plan will be circulated as Appendix 3. Implementation of the actions will be 
monitored through the Audit Committee throughout 2018/19. 

 
3.7 A training session will be provided before the meeting to cover the requirement for 

accounts and the key elements of the accounts and the financial statements.  
 
4.0 Consultation 

4.1 The unaudited statements were published on the Council’s website on 30 May 2019. 
They were also open to scrutiny and comment by members of the public from 1 June 
2019 to 12 July 2019 in line with the Local Audit and Accountability Act 2014 and the 
Accounts and Audit Regulations 2015. 

 

5.0 Alternative Options 

5.1 The report does not present any alternative options; there is a statutory deadline of 
31 July 2019 for publication of the 2018/19 Statement of Accounts or as soon as 
reasonably practical after the receipt of the Audit Opinion. 

 

6.0 Links to Council Priorities 

6.1 The Statement of Accounts is one of the key corporate documents produced by the 
Council to demonstrate its financial position and performance. This underpins all 
Council priorities. 
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7.0 Implications 

Financial, Resources and Procurement 

7.1 It is anticipated that no material audit adjustments will be proposed to the Council’s 
reported financial position as set out in the Statement of Accounts. 

Human Resources 

7.2 There are no human resources implications of this report. 

Legal 

7.3 There are no legal implications of this report. 

Health, Social, Economic and Environmental 

7.4 Have you completed a Health, Social, Economic and Environmental Impact 
Assessment? / No      

7.5 If you have not completed an Impact Assessment, please explain your reasons:  

 This report relates to 2018/19 statement of accounts and has no direct health, social, 
economic or environmental impacts. 

Equality and Diversity 

7.6 Have you completed an Equality Impact Analysis? / No      

7.7 If you have not completed an Impact Assessment, please explain your reasons:   

 This report relates to 2018/19 statement of accounts and has no direct equality or 
diversity impacts. 

Risk 

Risk Consequence Controls required 

The risk is that the accounts are 
not authorised, audited and 
published by the statutory 
deadline. 

The Council’s reputation 
for good financial 
governance may be 
diminished. 

External audit of accounts 
within statutory deadlines 
to provide Audit 
Committee with assurance 
that the accounts 
represent a true and fair 
view. 

Contact Officers 

Helen Smith, Finance Lead Specialist, 01539 793147, h.smith@southlakeland.gov.uk 

 

Appendices Attached to this Report 

Appendix No. Name of Appendix 

1 Audited Statement of Accounts and AGS 2018/19 (to follow) 

2 Letter of representation 2018/19 (to follow) 

3 Annual Governance Statement Action Plan (to follow) 

Background Documents Available 

Name of Background document Where it is available 

Unaudited Statement of Accounts 2018/19 https://tinyurl.com/y56kswxu  
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Tracking Information 

Signed off by Date sent 

Legal Services 10/07/19 

Section 151 Officer 10/07/19 

Monitoring Officer 10/07/19 

SMT N/A 

 

Circulated to Date sent 

Assistant Director N/A 

Human Resources Manager N/A 

Communications Team N/A 

Leader N/A 

Committee Chairman N/A 

Portfolio Holder N/A 

Ward Councillor(s) N/A 

Committee 25/7/19 

Executive (Cabinet) N/A 

Council N/A 
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South Lakeland District Council 

Audit Committee 

Thursday, 25 July 2019 

External Audit Opinion on Accounts – Audit 
Findings Report 

 

Portfolio:   Not applicable 

Report from:  Helen Smith – Finance Lead Specialist (Section 151 Officer) 

Report Author: Helen Smith - Finance Lead Specialist (Section 151 Officer) 

Wards:  All wards 

Forward Plan: Not applicable 

 

1.0 Expected Outcome 

1.1 It is expected that the Council’s external auditors, Grant Thornton, will produce a final 
audit opinion by the 31st July 2019.  

2.0 Recommendation 

2.1 It is recommended that Audit Committee note and receive the Audit Findings 
Report for the year ended 31 March 2019. 

3.0 Background and Proposals 

3.1 As noted in the Statement of Accounts and Annual Governance Statement 2018-19 
report, the external audit process is currently being finalised.  The external audit team 
are aiming to get the Audit Findings Report ready for distribution by the 22 July 2019 
alongside the revised Statement of Accounts. 

4.0 Consultation 

4.1 The unaudited statements were submitted to external audit and published on the 
Council’s website on 30 May 2019. They were also open to scrutiny and comment by 
members of the public from 1 June 2019 to 12 July 2019 in line with the Local Audit 
and Accountability Act 2014 and the Accounts and Audit Regulations 2015. 

5.0 Alternative Options 

5.1 The report does not present any alternative options; there is a statutory deadline of 
31 July 2019 for publication of the 2018/19 Statement of Accounts or as soon as 
reasonably practical after the receipt of the Audit Opinion. 

6.0 Links to Council Priorities 

6.1 The external audit annual audit opinion is one of the key elements of the corporate 
governance giving independent assurance on the Council’s financial performance 
and reporting.  
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7.0 Implications 

Financial, Resources and Procurement 

7.1 It is anticipated that no material audit adjustments will be proposed to the Council’s 
reported financial position as set out in the Statement of Accounts. 

Human Resources 

7.2 There are no human resources implications of this report. 

Legal 

7.3 There are no legal implications of this report. 

Health, Social, Economic and Environmental 

7.4 Have you completed a Health, Social, Economic and Environmental Impact 
Assessment? / No      

7.5 If you have not completed an Impact Assessment, please explain your reasons:  

 This report relates to the external audit of the 2018/19 statement of accounts and has 
no direct health, social, economic or environmental impacts. 

Equality and Diversity 

7.6 Have you completed an Equality Impact Analysis? / No      

7.7 If you have not completed an Impact Assessment, please explain your reasons:   

 This report relates to the external audit of the 2018/19 statement of accounts and has 
no direct equality or diversity impacts. 

Risk 

Risk Consequence Controls required 

The risk is that the accounts are 
not authorised, audited and 
published by the statutory 
deadline. 

The Council’s reputation 
for good financial 
governance may be 
diminished. 

External audit of accounts 
within statutory deadlines 
to provide Audit 
Committee with assurance 
that the accounts 
represent a true and fair 
view. 

Contact Officers 

Helen Smith, Finance Lead Specialist, 01539 793147, h.smith@southlakeland.gov.uk 

Appendices Attached to this Report 

Appendix No. Name of Appendix 

1 Grant Thornton Audit Findings Report - Year ending 31 March 2019 
(to follow) 

Background Documents Available 

Name of Background document Where it is available 

Unaudited Statement of Accounts 2018/19 https://tinyurl.com/y56kswxu  

Tracking Information 

Signed off by Date sent 

Legal Services 10/07/19 

Section 151 Officer 10/07/19 
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Signed off by Date sent 

Monitoring Officer 10/07/19 

SMT N/A 

 

Circulated to Date sent 

Assistant Director N/A 

Human Resources Manager N/A 

Communications Team N/A 

Leader N/A 

Committee Chairman N/A 

Portfolio Holder N/A 

Ward Councillor(s) N/A 

Committee 25/7/19 

Executive (Cabinet) N/A 

Council N/A 
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